
(D)COM Turns 30: Revisiting a Legacy
Interface in the Modern Threatscape

[28/06/2025]
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https://news.microsoft.com/source/1996/09/18/micros
oft-releases-beta-version-of-dcom-for-windows-95

https://docs.google.com/document/d/1_c8gkZ4ah4kcd
O2puYaG53bfyyYzkFqhLwJutOgP5ME 
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« Démystifier (D)COM et illustrer comment ce composant peut 

être utilisé dans toutes les étapes d’une kill-chain cyber »
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1. Je ne suis pas un expert de COM/DCOM

2. On ne va pas pouvoir parler de tout



Component Object Model
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“Component Object Model (COM) est un système indépendant de la 

plateforme, distribué et orienté objet pour créer des composants 

logiciels binaires qui peuvent interagir.”

https://learn.microsoft.com/en-us/windows/win32/com/the-component-object-model 
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Salut ! J’aimerai pouvoir 
consulter les règles du pare-feu 

Windows, je fais comment ?

Facile, j’expose tout ce qu’il faut 
via des interfaces COM !
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https://github.com/tyranid/OleViewDotNet
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https://github.com/tyranid/OleViewDotNet
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https://github.com/tyranid/OleViewDotNet
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Et comment tout ça est 
enregistré dans Windows ?

Comme pour tout le reste..
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J’ai tout ce qu’il me faut !
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https://systeminformer.sourceforge.io
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https://live.sysinternals.com/Procmon.exe
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Pas de soucis !Je peux utiliser 
ton interface moi 

aussi ?



22

James Forshaw - COM in Sixty Seconds! (well minutes more likely)
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Ah ouais..C’est facile en fait ! Non.
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Ah ouais..C’est facile en fait ! Non.
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Ah ouais..C’est facile en fait ! Non.
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J’ai une solution 
bien plus simple !
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J’ai une solution 
bien plus simple !

Non



COM pour l’accès initial
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> WScript.Shell - Exécution de commandes 

> Scripting.FileSystemObject - Gestion de fichiers

> MSXML2.XMLHTTP - Téléchargement de fichiers

> Wscript.Shell- Gestion de clés de registres 

> Schedule.Service - Gestion de tâches planifiées
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https://cloud.google.com/blog/topics/threat-intelligence/hunting-com-objects
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> JScript / VBScript (cscript.exe, mshta.exe..)

> VBA (macros Office)

> PowerShell

> etc…
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> LNK + mshta.exe + VBScript 
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> Restreindre l’accès à COM ?

> Politique AppLocker

> EDR



Persistances basées sur COM
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FirewallCheck.exe

C:\Backdoor\FirewallAPI.dll

Backdoor()

 

FwAddCryptoSet() ?
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FirewallCheck.exe

C:\Backdoor\FirewallAPI.dll

Backdoor()

 

FwAddCryptoSet() ?

C:\Windows\System32\FirewallAPI.dll

FwAddCryptoSet()
FwAddAuthenticationSet()
FwAddConnectionSecurityRule()
…

C:\Windows\System32\FirewallAPI.dll:
FwAddCryptoSet()
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https://github.com/mrexodia/perfect-dll-proxy
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> DLL proxy à la rescousse
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> Appel depuis d’autres processus que celui ciblé
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> Mutex / Vérification du nom du processus
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1. Appelés régulièrement

2. Restent ouverts la durée de la session

3. Communiquent avec Internet

> Composants builtin

> Suite bureautique

> Navigateurs

> Clients VPN

> EDR
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> ProgID / TreatAs / TypeLib / ScriptletURL

https://www.221bluestreet.com/offensive-security/windows-components-object-model/com-hijacking-t1546.015

https://cicada-8.medium.com/hijack-the-typelib-new-com-persistence-technique-32ae1d284661
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> Missing objects hijacking

https://bohops.com/2018/06/28/abusing-com-registry-structure-clsid-localserver32-inprocserver32/
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> Ne pas se limiter aux .exe et .dll !
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> Tâches planifiées

https://enigma0x3.net/2016/05/25/userland-persistence-with-scheduled-tasks-and-com-handler-hijacking/
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> Détecter les ajouts de CLSID dans HKCU

> Chargement de DLL hors Program Files et System32 

> Chargement de DLL non signées



Mouvements latéraux
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> DCOM = extension permettant d’utiliser COM entre deux 

ordinateurs de manière « transparente »

> Transite à travers le protocole DCE/RPC (TCP/135)
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AppID = identifiant d’un groupe de classes COM auquel est 

associé un ensemble de configurations (ex : droits d’activation)
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> WScript.Shell - Exécution de commandes 

> Scripting.FileSystemObject - Gestion de fichiers

> MSXML2.XMLHTTP - Téléchargement de fichiers

> Wscript.Shell- Gestion de clés de registres 

> Schedule.Service - Gestion de tâches planifiées
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> Classe COM disposant d’un AppID

> Méthode avec mots clé intéressants (ex : exec)

> Enjoy ?



68



69



70

> Droits d’activation



71

> Firewall
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> Autres mots clés

> Autres techniques d’exécution (ex : macro)

> Méthodes non documentées
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> MMC20.Application - Document.ActiveView.ExecuteShellCommand (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object  

> ShellWindows + ShellBrowserWindow - Document.Application.ShellExecute (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2 

https://enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object
https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2
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> MMC20.Application - Document.ActiveView.ExecuteShellCommand (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object  

> ShellWindows + ShellBrowserWindow - Document.Application.ShellExecute (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2 

https://enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object
https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2


76

> Excel.Application – Application.RegisterXLL (@ryhanson, 2017)

https://medium.com/ryhanson/dll-execution-via-excel-application-registerxll-method-d03361a95f5c 

> Excel.Application – Workbook.Open (@enigma0x3, 2017)

https://enigma0x3.net/2017/09/11/lateral-movement-using-excel-application-and-dcom 

> Excel.Application - DDEInitiate (@PhilipTsukerman, 2017)

https://www.cybereason.com/blog/leveraging-excel-dde-for-lateral-movement-via-dcom 

> Excel.Application - ExecuteExcel4Macro (@StanHacked & @PhilipTsukerman, 2019)

https://www.outflank.nl/blog/2018/10/06/old-school-evil-excel-4-0-macros-xlm 

https://www.cybereason.com/blog/excel4.0-macros-now-with-twice-the-bits

https://medium.com/ryhanson/dll-execution-via-excel-application-registerxll-method-d03361a95f5c
https://enigma0x3.net/2017/09/11/lateral-movement-using-excel-application-and-dcom
https://www.cybereason.com/blog/leveraging-excel-dde-for-lateral-movement-via-dcom
https://www.outflank.nl/blog/2018/10/06/old-school-evil-excel-4-0-macros-xlm
https://www.cybereason.com/blog/excel4.0-macros-now-with-twice-the-bits
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> Outlook.Application – CreateObject (@enigma0x3, 2017)

https://enigma0x3.net/2017/11/16/lateral-movement-using-outlooks-createobject-method-and-dotnettojsipt 

> Word/Excel/PowerPoint/Access - *.Run (@PhilipTsukerman, 2018)

 Visio.Application – Document.Application.ShellExecute / Document.ExecuteLine

https://www.cybereason.com/blog/dcom-lateral-movement-techniques  

> ShellWindows – Navigate (@bohops & @Nimrod Levy, 2018-2021)

https://medium.com/ryhanson/dll-execution-via-excel-application-registerxll-method-d03361a95f5c 

https://www.scorpiones.io/articles/lateral-movement-using-dcom-objects 

https://enigma0x3.net/2017/11/16/lateral-movement-using-outlooks-createobject-method-and-dotnettojsipt
https://www.cybereason.com/blog/dcom-lateral-movement-techniques
https://medium.com/ryhanson/dll-execution-via-excel-application-registerxll-method-d03361a95f5c
https://www.scorpiones.io/articles/lateral-movement-using-dcom-objects
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> Excel.Application – ActivateMicrosoftApp (@grayhatkiller – 2024)

https://posts.specterops.io/lateral-movement-abuse-the-power-of-dcom-excel-application-3c016d0d9922
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> MSI Install Server – IMsiCustomAction.LoadEmbeddedDLL (@eliran_nissan, 2024)

https://www.deepinstinct.com/blog/forget-psexec-dcom-upload-execute-backdoor 

> WaaSRemediation – IDispatch Trapped Objects (@tiraniddo, @d_tranman, @bohops, 2025)

https://googleprojectzero.blogspot.com/2025/01/windows-bug-class-accessing-trapped-com.html

https://www.ibm.com/think/news/fileless-lateral-movement-trapped-com-objects

> Remote COM Hijack (@cplsec, 2020)

https://ijustwannared.team/2020/05/05/com-hijacking-for-lateral-movement

https://github.com/rtecCyberSec/BitlockMove

> COM Remote DLL Sideload (@saerxcit, 2025)

https://github.com/AlmondOffSec/DCOMRunAs
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> IDS / IPS

https://www.youtube.com/watch?v=tiuAa_0vxaw
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> IDS / IPS

https://medium.com/falconforce/falconfriday-dcom-scm-lateral-movement-0xff05-e74b69f91a7a
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> RPC Firewall

https://www.youtube.com/watch?v=hz_YPIMeBMI
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> Cloisonnement réseau / principe de moindre privilège

https://cyber.gouv.fr



Élévation
 de privilèges
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https://hideandsec.sh/books/windows-sNL/page/in-the-potato-family-i-want-them-all
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> Token = « cookie de session pour Windows »

> OXID Resolver = « DNS pour DCOM »
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QMgr.dll
NT AUTHORITY\SYSTEM

COM Client

OXID 
Resolver

127.0.0.1:1337

CoGetInstanceFromIStorage("{4991d34b…}",".127.0.0.1:1337")

ResolvOxid2(OXID) + RPC bind
SYSTEM::N46iSNekpT:08ca45b7d7ea58ee:88dcbe4446168966…

COM 
Server

{4991d34b…}

Potato.exe
NT AUTHORITY\SERVICE

AcceptSecurityContext()
QuerySecurityContextToken() 
CreateProcessWithTokenW()

CoGetInstanceFromIStorage(OXID)CoGetInstanceFromIStorage(CLSID, BIND_ADDRESS)
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SmashedPotato

HotPotato

SweetPotato

GhostPotato

PrintSpoofer

RogeWinRM

CertPotato

CoercedPotato
PetitPotato

EfsPotato

GodPotato DeadPotato

RustPotato

SigmaPotato

RasmanPotatoS4UTomatoJuicyPotato

RottenPotato
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https://www.microsoft.com/en-us/msrc/windows-security-servicing-criteria
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https://www.microsoft.com/en-us/msrc/windows-security-servicing-criteria



Élévation
de privilèges

Safety Boundary Abuse
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QMgr.dll
NT AUTHORITY\SYSTEM

COM Client

OXID 
Resolver

127.0.0.1:1337

CoGetInstanceFromIStorage("{4991d34b…}","127.0.0.1:1337")

ResolvOxid2(OXID) + RPC bind
SYSTEM::N46iSNekpT:08ca45b7d7ea58ee:88dcbe4446168966…

COM 
Server

{4991d34b…}

Potato.exe
NT AUTHORITY\SERVICE

AcceptSecurityContext()
QuerySecurityContextToken() 
CreateProcessWithTokenW()
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QMgr.dll
NT AUTHORITY\SYSTEM

COM Client

OXID 
Resolver

127.0.0.1:1337

CoGetInstanceFromIStorage("{4991d34b…}","127.0.0.1:1337")

COM 
Server

{4991d34b…}

Potato.exe
NT AUTHORITY\SERVICE

AcceptSecurityContext()
QuerySecurityContextToken() 
CreateProcessWithTokenW()

ResolvOxid2(OXID) + RPC bind
ANONYMOUS:019cef6365b05c2c:BA19872D0F…
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QMgr.dll
NT AUTHORITY\SYSTEM

COM Client

OXID 
Resolver

127.0.0.1:1337

CoGetInstanceFromIStorage("{4991d34b…}","127.0.0.1:1337")

COM 
Server

{4991d34b…}

Potato.exe
NT AUTHORITY\SERVICE

ResolvOxid2(OXID) + RPC bind
ANONYMOUS:019cef6365b05c2c:BA19872D0F…

ResolvOxid2 response with ncacn_ip_tcp:127.0.0.1:1338

RPC Server
127.0.0.1:1338

IRemUnkown2() and RPC bind
NT AUTHORITY\SYSTEM::N46iSNekpT:08ca45b7d7ea58ee:88dcbe444616896…

AcceptSecurityContext()
QuerySecurityContextToken() 
CreateProcessWithTokenW()
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QMgr.dll
NT AUTHORITY\SYSTEM

COM Client

OXID 
Resolver

127.0.0.1:1337

CoGetInstanceFromIStorage("{4991d34b…}","127.0.0.1:1337")

COM 
Server

{4991d34b…}

Potato.exe
NT AUTHORITY\SERVICE

ResolvOxid2(OXID) + RPC bind
ANONYMOUS:019cef6365b05c2c:BA19872D0F…

ResolvOxid2 response with ncacn_ip_tcp:127.0.0.1:1338

RPC Server
127.0.0.1:1338

IRemUnkown2() and RPC bind
NT AUTHORITY\SYSTEM::N46iSNekpT:08ca45b7d7ea58ee:88dcbe444616896…

AcceptSecurityContext()
QuerySecurityContextToken() 
CreateProcessWithTokenW()

LDAP
SMB
HTTP



99https://beta.hackndo.com/ntlm-relay/



100https://www.thehacker.recipes/ad/movement/ntlm/relay
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QMgr.dll
NT AUTHORITY\SYSTEM

COM Client

OXID 
Resolver

127.0.0.1:1337

CoGetInstanceFromIStorage("{4991d34b…}","192.127.0.0.1:1337")

COM 
Server

{4991d34b…}

Potato.exe
NT AUTHORITY\SERVICE

ResolvOxid2(OXID) + RPC bind
ANONYMOUS::N46iSNekpT:08ca45b7d7ea58ee:6168966…

ResolvOxid2 response with ncacn_ip_tcp:127.0.0.1:1338

RPC Server
127.0.0.1:1338

IRemUnkown2() and RPC bind
NT AUTHORITY\SYSTEM::N46iSNekpT:08ca45b7d7ea58ee:88dcbe444616896…

LDAP
SMB
HTTP

INTERACTIVE

COMPANY\jdoe.adm
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103https://github.com/fortra/impacket



104https://github.com/fortra/impacket



Élévation
de privilèges

Safety Boundary Abuse

Élévation
 de privilèges
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QMgr.dll
COMPANY\jdoe.adm

COM Client

OXID 
Resolver

127.0.0.1:1337

CoGetInstanceFromIStorage("{4991d34b…}","192.127.0.0.1:1337")

COM 
Server

{4991d34b…}

Potato.exe
NT AUTHORITY\INTERACTIVE

ResolvOxid2(OXID) + RPC bind
ANONYMOUS::N46iSNekpT:08ca45b7d7ea58ee:6168966…

ResolvOxid2 response with ncacn_ip_tcp:127.0.0.1:1338

RPC Server
127.0.0.1:1338

IRemUnkown2() and RPC bind
NT AUTHORITY\SYSTEM::N46iSNekpT:08ca45b7d7ea58ee:88dcbe444616896…

LDAP
SMB
HTTP
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https://www.r-tec.net/r-tec-blog-windows-is-and-always-will-be-a-potatoland.html
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> Mises à jour

> Signature HTTP/SMB/LDAP systématique

> Désactiver NTLM ?

> IDS / IPS / EDR



Impersonation
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https://cicada-8.medium.com/process-injection-is-dead-long-live-ihxhelppaneserver-af8f20431b5d
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https://github.com/S3cur3Th1sSh1t/Creds/blob/master/Talks/Revisiting_Cross_Session_Activation_Troopers_2025.pdf
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https://github.com/rtecCyberSec/BitlockMove
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https://github.com/AlmondOffSec/DCOMRunAs



Ce dont on n’a pas parlé
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https://fr.wikipedia.org/wiki/Blaster
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https://www.youtube.com/watch?v=VQiQuLo0v58
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https://www.youtube.com/watch?v=9bBh2YEqVMA
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https://www.youtube.com/watch?v=U43ZBhV6d_I
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https://github.com/CICADA8-Research/COMThanasia
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https://www.elastic.co/security-labs/exploring-windows-uac-bypasses-techniques-and-detection-strategies
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https://github.com/3lp4tr0n/RemoteMonologue



Conclusion
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> Hackerz Voice (@asso_hzv)

> Orange Cyberdefense (@OrangeCyberdef)
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> COM Hijacking - @0xShukruN

https://www.221bluestreet.com/offensive-security/windows-components-object-model/com-hijacking-t1546.015

> COM Hijacking Techniques (Derbycon 2019) - @kafkaesqu3
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> Revisiting COM Hijacking - Antero Guy
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Slide 76
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> Blog d’Andrea Pierini

https://decoder.cloud

> Blog d’Antonio Cocomazzi

https://splintercod3.blogspot.com

> Récapitulatif de HideAndSec

https://hideandsec.sh/books/windows-sNL/page/in-the-potato-family-i-want-them-all



Q&A (ou pas)

@d3lb3_

https://d3lb3.github.io
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