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whoami

> Julien Bedel (@d3lb3_)

> French Pentester / Red Teamer @OrangeCyberFR

> Previous research on industrial protocols, password 
managers, malware development..
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Happy Birthday!

https://news.microsoft.com/source/1996/09/18/micros
oft-releases-beta-version-of-dcom-for-windows-95

https://docs.google.com/document/d/1_c8gkZ4ah4kcd
O2puYaG53bfyyYzkFqhLwJutOgP5ME 
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Never Been More Timely
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“Demystify (D)COM and illustrate how this component 

can be used in every stages of a cyber kill chain”

Agenda
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COM Through the Kill Chain



Component Object Model
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Use Case

Hi! I would like to list Windows 
firewall rules. How do I do that?

Easy, I expose everything you 
need through COM interfaces!
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Breaking Down a COM Object

https://github.com/tyranid/OleViewDotNet
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Interfaces
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Interfaces
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Use Case

And how is all this 
stored in Windows?

Like everything else...
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COM Object Registration
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Use Case

I have everything I need!
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FirewallCheck.exe - Interfaces
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FirewallCheck.exe – main()
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FirewallCheck.exe – Demo
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COM Server Loading

https://systeminformer.sourceforge.io



DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape 20

COM Server Loading
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Use Case

No worries!Can I use your 
interface too?
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« Interoperability Heaven »

James Forshaw - COM in Sixty Seconds! (well minutes more likely)



COM for Initial Access
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Initial Access Scenario

phishing
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> WScript.Shell – Command Execution

> Scripting.FileSystemObject – File Management

> MSXML2.XMLHTTP – File Download

> Wscript.Shell- Registry Key Management

> Schedule.Service – Scheduled Tasks Management

COM for Initial Access



DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape 26

> JScript / VBScript

> VBA

> PowerShell

> etc…

Payload Versatility



DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape 27

Payload Versatility

> LNK + mshta.exe + VBScript 
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Lesser - Known Interfaces

https://cloud.google.com/blog/topics/threat-intelligence/hunting-com-objects



COM-Based Persistence
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COM Server Loading
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COM Server Loading
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COM Server Loading
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Hijacking the Registry
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Hijacking the Registry



DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape 35

Hijacking the Registry
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Demo Time!
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Demo Time!
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> Preserve the original DLL features ⇒ DLL proxy

> Limit calls to the targeted process ⇒ Mutex
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Which Process to Target?

1. Run regularly

2. Remain open for the whole session

3. Communicate with the Internet

> Builtin components

> Office suite

> Browsers

> VPN clients

> EDRs



Advanced COM Hijack
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Hijacking other COM - related keys

https://www.221bluestreet.com/offensive-security/windows-components-object-model/com-hijacking-t1546.015

https://cicada-8.medium.com/hijack-the-typelib-new-com-persistence-technique-32ae1d284661
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Scheduled Tasks

> Don’t stop at the 
registry!

https://enigma0x3.net/2016/05/25/userland-persistence-with-scheduled-tasks-and-com-handler-hijacking
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Unusual File Extensions

> Don't stop at .exe and .dll files!



DCOM-Based Lateral Movement
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Lateral Movement Scenario

Admin Rights

Code Execution 
Capability
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> DCOM = extension enabling COM to be used between two 

computers in a “transparent” way

> Uses DCE/RPC protocol (TCP/135)

Using a remote COM object?
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DCOM Characteristics

> AppID = identifier for a group of COM classes

> Associated with a set of configurations (e.g., activation rights)
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FirewallCheck.exe – Remotely!
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FirewallCheck.exe – Remotely!
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FirewallCheck.exe – Remotely!
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Not every class has an AppID ..
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> COM class with an AppID

> Method with interesting keywords (e.g., exec)

> Hope for the best?

Let’s find the perfect COM object
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Quick & Dirty Search Script
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Demo
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We “accidentally” found dcomexec.py :)
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> Search other keywords

> Search other execution techniques (e.g, Office macro)

> Reverse undocumented COM objects

Going Further

⇒ See: references on slide 80



COM-Based Impersonation
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Impersonation Scenario
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Cross - Session Activation
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Remote COM Registry Hijack

Not limited to HKCU!
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Finding the perfect COM Object

1. Can be launched remotely

2. Runs as the interactive user

3. Exists on the targeted Windows version

(Any CLSID could be made vulnerable by modifying the registry)
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Finding the perfect COM Object

https://github.com/CICADA8-Research/COMThanasia
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Finding the perfect COM Object
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Demo

https://ijustwannared.team/2020/05/05/com-hijacking-for-lateral-movement
https://blog.compass-security.com/2024/10/com-cross-session-activation

https://github.com/rtecCyberSec/BitlockMove

https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
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https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
https://github.com/rtecCyberSec/BitlockMove
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DLL Hijack
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Remote COM DLL Hijack
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Remote DLL Hijack

https://github.com/AlmondOffSec/DCOMRunAs



Defensive Measures
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Detection & Prevention

> Unexpected CLSID manipulation in registry

> Loading DLLs outside Program Files and System32

> Loading unsigned DLLs

> List of known abused CLSID

> Uncommon network interactions
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Detection & Prevention

https://www.youtube.com/watch?v=tiuAa_0vxaw
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Detection & Prevention

https://medium.com/falconforce/falconfriday-dcom-scm-lateral-movement-0xff05-e74b69f91a7a
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Detection & Prevention

https://www.youtube.com/watch?v=hz_YPIMeBMI
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Architecture Hardening

> Network segmentation / Principle of Least Privilege

https://cyber.gouv.fr



DCOM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape 74

Device Hardening

> Restrict access to COM?

> AppLocker policy

> EDR



Closing Notes
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Takeways

Even if a mechanism is 30 years old, there are 

always new things to look for ..

.. but security measures from 30 years ago are still 

relevant today!
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What we did not hav e time to cover

> Privilege Escalation Vectors (a.k.a Potato Exploits)

> UAC Bypass

> Authentication Coerce

> Vulnerability Research

⇒ See: references section starting slide 80
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> Orange Cyberdefense (@OrangeCyberdef)

> Claire VACHEROT (@non_curat_lex) 

Jean-Pascal THOMAS (@vikingfr)

> hack.lu (@hack_lu)
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General Knowledge About COM

> Official Documentation – Microsoft

https://learn.microsoft.com/en-us/windows/win32/com/com-technical-overview

> Demystifying Windows Component Object Model - @0xShukruN

https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-

component-object-model-com

> Playing around COM objects - Mohamed FAKROUD

https://mohamed-fakroud.gitbook.io/red-teamings-dojo/windows-internals/playing-around-com-objects-part-1
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COM Hijack

> COM Hijacking - @0xShukruN

https://www.221bluestreet.com/offensive-security/windows-components-object-model/com-hijacking-t1546.015

> COM Hijacking Techniques (Derbycon 2019) - @kafkaesqu3

https://fr.slideshare.net/slideshow/com-hijacking-techniques-derbycon-2019/169871173#2

> Revisiting COM Hijacking - Antero Guy

https://specterops.io/blog/2025/05/28/revisiting-com-hijacking/
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Lateral Movement Techniques #1

> MMC20.Application - Document.ActiveView.ExecuteShellCommand (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/05/lateral-movement-using-the-mmc20-application-com-object

> ShellWindows + ShellBrowserWindow - Document.Application.ShellExecute (@enigma0x3, 2017)

https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2
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Lateral Movement Techniques #2

> Excel.Application – Application.RegisterXLL (@ryhanson, 2017)

https://medium.com/ryhanson/dll-execution-via-excel-application-registerxll-method-d03361a95f5c

> Excel.Application – Workbook.Open (@enigma0x3, 2017)

https://enigma0x3.net/2017/09/11/lateral-movement-using-excel-application-and-dcom

> Excel.Application - DDEInitiate (@PhilipTsukerman, 2017)

https://www.cybereason.com/blog/leveraging-excel-dde-for-lateral-movement-via-dcom

> Excel.Application - ExecuteExcel4Macro (@StanHacked & @PhilipTsukerman, 2019)

https://www.outflank.nl/blog/2018/10/06/old-school-evil-excel-4-0-macros-xlm

https://www.cybereason.com/blog/excel4.0-macros-now-with-twice-the-bits

https://medium.com/ryhanson/dll-execution-via-excel-application-registerxll-method-d03361a95f5c
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Lateral Movement Techniques #3

> Outlook.Application – CreateObject (@enigma0x3, 2017)

https://enigma0x3.net/2017/11/16/lateral-movement-using-outlooks-createobject-method-and-dotnettojsipt

> Word/Excel/PowerPoint/Access - *.Run (@PhilipTsukerman, 2018)

Visio.Application – Document.Application.ShellExecute / Document.ExecuteLine

https://www.cybereason.com/blog/dcom-lateral-movement-techniques

> ShellWindows – Navigate (@bohops & @Nimrod Levy, 2018-2021)

https://medium.com/ryhanson/dll-execution-via-excel-application-registerxll-method-d03361a95f5c

https://www.scorpiones.io/articles/lateral-movement-using-dcom-objects
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Lateral Movement Techniques #4

> Excel.Application – ActivateMicrosoftApp (@grayhatkiller – 2024)

https://posts.specterops.io/lateral-movement-abuse-the-power-of-dcom-excel-application-3c016d0d9922
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Lateral Movement Techniques #5

> MSI Install Server (@eliran_nissan, @craig-wright 2024-2025)

https://www.deepinstinct.com/blog/forget-psexec-dcom-upload-execute-backdoor 

https://specterops.io/blog/2025/09/29/dcom-again-installing-trouble-lateral-movement-bof/

> WaaSRemediation – IDispatch Trapped Objects (@tiraniddo, @d_tranman, @bohops, 2025)

https://googleprojectzero.blogspot.com/2025/01/windows-bug-class-accessing-trapped-com.html

https://www.ibm.com/think/news/fileless-lateral-movement-trapped-com-objects

> Remote COM Hijack (@cplsec, 2020)

https://ijustwannared.team/2020/05/05/com-hijacking-for-lateral-movement

https://github.com/rtecCyberSec/BitlockMove

> COM Remote DLL Sideload (@saerxcit, 2025)

https://github.com/AlmondOffSec/DCOMRunAs
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Potato Exploits

> Andrea Pierini’s Blog

https://decoder.cloud

> Antonio Cocomazzi’s Blog

https://splintercod3.blogspot.com

> HideAndSec’s Summary

https://hideandsec.sh/books/windows-sNL/page/in-the-potato-family-i-want-them-all

> Nico Viakowski’s Updated Summary

https://hideandsec.sh/books/windows-sNL/page/in-the-potato-family-i-want-them-all

> Authentication Coerce

https://github.com/3lp4tr0n/RemoteMonologue
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Vulnerability Research

> BHEU 2024 - Enhancing Automatic Vulnerability Discovery for Windows RPC/COM in New Ways 

https://www.youtube.com/watch?v=VQiQuLo0v58

> USENIX Security '22 - COMRace: Detecting Data Race Vulnerabilities in COM Objects

https://www.youtube.com/watch?v=9bBh2YEqVMA

> COMThanasia - A set of programs for analyzing common vulnerabilities in COM 

https://github.com/CICADA8-Research/COMThanasia


	Section par défaut
	Slide 1: (D)COM Turns 30: Revisiting a Legacy Interface in the Modern Threatscape
	Slide 2
	Slide 3: whoami
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8: Component Object Model
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23: COM for Initial Access
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29: COM-Based Persistence
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40: Advanced COM Hijack
	Slide 41
	Slide 42
	Slide 43
	Slide 44: DCOM-Based Lateral Movement
	Slide 45
	Slide 46
	Slide 47
	Slide 48: FirewallCheck.exe – Remotely!
	Slide 49: FirewallCheck.exe – Remotely!
	Slide 50: FirewallCheck.exe – Remotely!
	Slide 51: Not every class has an AppID..
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57: COM-Based Impersonation
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68: Defensive Measures
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75: Closing Notes
	Slide 76
	Slide 77
	Slide 78
	Slide 79: Q&A
	Slide 80: References
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91


