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Get the slide deck

https://tinyurl.com/bhmea-vault
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whoami

› Julien BEDEL

› Red Teamer / Security Researcher

›

› Previous works on KeePass

https://d3lb3.github.io
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Web Based Password Managers
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Widely Adopted

› Cloud Access / Synchronization

› Native Cross-Platform Support

› End-user Ease of Use
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Actively Targeted

https://www.infostealers.com
https://blog.sekoia.io
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Key Challenges

› Understand how attackers operate

› Proactively identify attacks and defense strategies
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Study Context
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Bitwarden Password Manager

› One of the most popular password managers

› Compliant to multiple security requirements

› Supports many log in methods

› Open source
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Bitwarden Clients
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Bitwarden Clients
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Study Context

› Windows / Chrome

› Bitwarden Browser Extension

› Password + TOTP authentication

› Up-to-date versions
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Attack Scenario

› Attacker with command execution capability 

phishing lateral movement

user rights admin rights
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Bitwarden Authentication 
& Database Decryption
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Bitwarden Security Whitepaper

https://bitwarden.com/help/bitwarden-security-white-paper
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Stretched Master Key

Bitwarden Server

function(mail, password)

MFA

Encrypted DB

Master Password Hash

Decrypted DBBearer Token
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How is Bitwarden data stored

Data Storage Location

Bearer Token Extension Local Storage Disk + Memory

Encrypted Database Extension Local Storage Disk + Memory

Encryption/Decryption Key Extension Session Storage
JavaScript variables Memory*

Decrypted Database JavaScript variables Memory*

*once the database is unlocked by the user
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Parsing Secrets From
Browser’s Memory
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Memory Dump Utilities

› The “official” ones
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Memory Dump Utilities

› The “not so expected” ones

https://lolbas-project.github.io
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Cleartext Secrets in Memory

https://arxiv.org/abs/2404.00423

› Previous Research
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Cleartext Secrets in Memory

https://github.com/efchatz/pandora

› Previous Research
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How is Bitwarden data stored

Data Storage Location

Bearer Token Extension Local Storage Disk + Memory

Encrypted Database Extension Local Storage Disk + Memory

Encryption/Decryption Key Extension Session Storage
JavaScript variables Memory*

Decrypted Database JavaScript variables Memory*

*once the database is unlocked by the user
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Pattern Discovery

1. Dump process memory in various situations

2. Search for the (known) encryption keys

3. Identify common patterns before/after

4.Triage / Statistics / Outliers Elimination…

5. Build a regular expression
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Pattern Discovery
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Attack Plan

1. Get encrypted database from disk

2. Wait for target user to unlock vault

3. Dump chrome.exe process memory

4. Parse encryption key candidates from the dump

5. Test against the encrypted database

6. Profit?
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Demo

1. Get encrypted database from disk
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Demo

2. Wait for target user to unlock vault 

https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA
https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA


www.blackhatmea.com

#BHMEA2
4

www.blackhatmea.com

www.blackhatmea.com||

Demo

3. Dump chrome.exe process memory
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Demo

4. Parse encryption key candidates from the dump
5. Test against the encrypted database
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Demo

6. Profit!
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JavaScript-based
Extractions
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How is Bitwarden data stored

Data Storage Location

Bearer Token Extension Local Storage Disk + Memory

Encrypted Database Extension Local Storage Disk + Memory

Encryption/Decryption Key Extension Session Storage
JavaScript variables Memory*

Decrypted Database JavaScript variables Memory*

JavaScript has full access!
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Abuse Browser
Debugging Features
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Chrome Remote Debugging

› WebSocket API to Chrome Dev Tools
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Chrome Remote Debugging

› Can be set up using Chrome command lines
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Partial Patch

Can still be abused by duplicating an existing profile!
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Attack Plan

1. Duplicate existing User Data directory

2. Backdoor Chrome shortcuts with command line args

3. Access the debugging console

4. Wait for target user to unlock vault

5. Run a JavaScript Payload

6. Profit?
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Demo

1. Duplicate Existing User Data directory
2. Backdoor Chrome Shortcuts

https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA
https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA


www.blackhatmea.com

#BHMEA2
4

www.blackhatmea.com

www.blackhatmea.com||

Demo

3. Access Debugging Console
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Demo

4. Wait for target user to unlock vault 

https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA
https://blackhatmea.com/
https://www.facebook.com/Blackhatmea
https://www.instagram.com/blackhatmea/
https://www.linkedin.com/company/Blackhatmea/
https://twitter.com/Blackhatmea
https://www.youtube.com/channel/UCnBep_DEHvsk1HbyVwBz7xA


www.blackhatmea.com

#BHMEA2
4

www.blackhatmea.com

www.blackhatmea.com||

Demo

5. Run JavaScript Payload

6. Profit!
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Backdoor Browser Extensions
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JavaScript Attack Context

main.js

background.js
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The Naive Way

main.js

background.js
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Installing Chrome Extensions

main.js

background.js
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Extension Developer Mode

main.js

background.js
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Secure Preferences File

main.js

background.js

https://www.cse.chalmers.se/~andrei/cans20.pdf
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Secure Preferences File

main.js Secure Preferences
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Attack Plan

1. Drop unpacked extension to disk

2. Update Secure Preferences file

3. Wait for target user to unlock vault

4. Profit?
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Demo

1. Drop unpacked extension to disk
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Demo

2. Update Secure Preferences file
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Demo

3. Wait for target user to unlock vault 
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Demo

4. Profit!
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Cross-Context Data Access

https://ieeexplore.ieee.org/document/10190532 https://www.youtube.com/watch?v=_qS01oRTvAk
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Process Injection
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Process Injection Primer

https://www.elastic.co/blog/ten-process-injection-techniques-technical-survey-common-and-trending-process
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In-Process Capabilities

› Parse memory to find the encryption key (again!)

› Hook page rendering functions
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Attack Plan

1. Inject in chrome.exe process

2. Hook function calls

3. Replace loaded JavaScript pages on the fly

4. Profit?
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Demo

1. Inject in chrome.exe process
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Demo

2. Hook function calls
3. Replace JavaScript pages on the fly
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Generalizing
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Beyond Bitwarden

Attack Technique Changes to be made

Parsing Memory Memory Patterns

Remote Debugging JavaScript Payloads

Extension Backdoor JavaScript Payloads

Browser Process Injection JavaScript Payloads
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Beyond Chromium

Attack Technique Changes to be made

Parsing Memory Memory Patterns

Remote Debugging Browser-dependent Mechanisms

Extension Backdoor Browser-dependent Mechanisms

Browser Process Injection Function Hooks
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Other Attack Vectors

› Keylogger

› Clipboard Interception

› Replacing the browser executable

› …
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Root Cause

https://learn.microsoft.com/en-us/security/zero-trust/ten-laws-of-security
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What can we do about it?
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Kernel Modules

https://www.keepersecurity.com/blog/2025/06/26/keeper-is-the-only-
password-manager-that-protects-against-infostealers/
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Trusted Execution Environments

https://support.1password.com/device-unlock-mac-security
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Protecting Workstations

› IT Architecture

» Network Segmentation

» Least Privilege

› Endpoint Hardening

» WDAC / AppLocker

» Device Guard

» EDR
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For Browser Developers

› Have separate builds for developer features

› Encrypt config files (e.g., Secure Preferences)

› Always check signature of loaded code
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Wrap Up
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Q&A

@d3lb3_

https://d3lb3.github.io
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