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>_ whoami

> Julien Bedel ( @d3lb3_)

> French Pentester / Red Teamer at @orangecyberdef

> Previous research on industrial protocols, password 
managers, Windows internals..

> Absolutely not a low - level hacking guru
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“Explore a practical alternative to complex

shellcode injection chains, encouraging

simplicity in malware development”

>_ agenda
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“A showe r thought kept running into my head,

let’s discuss it around proof of concepts and

see if it is applicable to something”

>_ agenda (unofficial)



quick shellcode history
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>_ the origins

https://phrack.org/issues/49/smashing-the-stack-for-fun-and-profit_md



Stop Injecting, Start Blending: A KISS Approach to Malware Development 8

>_ the origins
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>_ position independent code

> No ab solute address

> No global variable

> Dynamic resolution

> No exception

“if the payload is copied byte - for - byte to 

another address, it should work out of the box”
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>_ basic shellcode example

https://en.wikipedia.org/wiki/Morris_worm
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>_ automated frameworks

https://en.wikipedia.org/wiki/Blaster_(computer_worm)
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>_ increasing payload complexity

https://en.wikipedia.org/wiki/Sub7
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>_ shellcode used beyond binary exploits

Meterpreter shellcode used for a web exploit 

Armitage
Havoc

Adaptix



typical injection flow
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81 FE 8B FE 87 57 6C 3E CB 22 42 
6F 8E 57 84 73 82 91 7A CF E5 FD 
9D A7 04 64 25 .. ..

stack

modules / code

heap

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Process Injection
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stack

modules / code

heap

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Process Injection

Wrapper for in-memory 
DLL loading

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Reflective DLL 
Injection

5F C1 87 2A D9 0E 74 B3 68 FA 21 
95 4C 83 17 D0 5A BE 36 9F C8 45 
11 E7 2D 90 BC 53 08 F4 6A A1 3E 
79 D5 26 8C B2 57 0D E6 31 4A F9 
84 E6 31 4A F9 84 16 C3 6F 28 DB 
70 9A 05 .. ..

DLL payload

81 FE 8B FE 87 57 6C 3E CB 22 42 
6F 8E 57 84 73 82 91 7A CF E5 FD 
9D A7 04 64 25 .. ..
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81 FE 8B FE 87 57 6C 3E CB 22 42 
6F 8E 57 84 73 82 91 7A CF E5 FD 
9D A7 04 64 25 .. ..

stack

modules / code

heap

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Process Injection

Wrapper for in-memory 
DLL loading

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Reflective DLL 
Injection

5F C1 87 2A D9 0E 74 B3 68 FA 21 
95 4C 83 17 D0 5A BE 36 9F C8 45 
11 E7 2D 90 BC 53 08 F4 6A A1 3E 
79 D5 26 8C B2 57 0D E6 31 4A F9 
84 E6 31 4A F9 84 16 C3 6F 28 DB 
70 9A 05 .. ..

DLL payload

payload patterns

API call sequences

RWX memory
encrypted data

API call sequences



lower the noise
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>_ get rid of Reflective Loading

https://www.youtube.com/watch?v=8UCBvvJZw2U

https://5pider.net/blog/2024/01/27/modern-shellcode-implant-design
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>_ get rid of encryption / RWX

https://github.com/tijme/dittobytes
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stack

modules / code

heap

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Process Injection

D4 8B 27 F1 5C A0 39 7E 12 C6 E9 
43 8D 51 B7 0A 62 F8 14 AD 93 35 
CE 76 0B E2 49 .. ..

D4 8B 27 F1 5C A0 39 7E 12 C6 E9 
43 8D 51 B7 0A 62 F8 14 AD 93 35 
CE 76 0B E2 49 .. ..

81 FE 8B FE 87 57 6C 3E CB 22 42 
6F 8E 57 84 73 82 91 7A CF E5 FD 
9D A7 04 64 25 .. ..

Wrapper for in-memory 
DLL loading

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Reflective DLL 
Injection

5F C1 87 2A D9 0E 74 B3 68 FA 21 
95 4C 83 17 D0 5A BE 36 9F C8 45 
11 E7 2D 90 BC 53 08 F4 6A A1 3E 
79 D5 26 8C B2 57 0D E6 31 4A F9 
84 E6 31 4A F9 84 16 C3 6F 28 DB 
70 9A 05 .. ..

DLL payload

API call sequences
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>_ remaining injection step..

ired.team
x86matthew.com

maldevacademy.com

outflank.nl



injection-less execution?
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>_ PE file format
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>_ RX section
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>_ code caves
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>_ vibe code time
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.. .. CC CC CC CC CC CC CC CC CC
CC CC CC CC CC CC CC CC CC CC CC
CC CC CC CC CC CC CC CC CC CC CC

.. .. 83 4B 0D 74 82 C4 B4 AB 74 
06 41 DC 5B A4 22 6F 06 86 DA D6 
C7 26 A8 90 90 84 E6 31 9D EB 039D

4D 5A 87 2A D9 0E 74 B3 68 FA 21 
95 4C 83 17 D0 5A BE 36 9F C8 45 
11 E7 2D 90 BC 53 08 F4 6A A1 3E 
79 D5 26 8C B2 57 0D E6 31 4A F9 
84 E6 31 4A F9 84 16 C3 6F 28 DB 
70 9A 05 F3 6F A3 B8 1F 61 26 75 
F6 40 92 21 2D 24 4D F0 9F 8F E1 
02 74 4B 5F DF EB C7 22 A2 5C 03 
C0 B2 67 31 A6 8F 6E 30 57 32 FA 
B7 13 AC D2 E1 87 53 4F C7 4E 26 
21 27 6E 94 DF 87 B7 28 B3 D9 08 
08 1F 9A 01 D1 27 67 D0 1E 8D 4B 
50 FD 3F 78 01 0A 21 1A A3 C6 6F 
05 AF EA E3 C7 6E 45 27 C2 50 0E 
FD FF 46 22 5F 8A 5D D2 A8 12 59 
33 85 04 82 ED FF 74 50 80 2A D7 
A6 32 13 D7 CA 62 08 8B F1 55 29 
BD 85 32 E1 97 41 29 4D 37 F9 9E
.. ..

.text code 

code cave

84 E6 31 

84 E6 31 

84 EB B5

EB 03

9C
1. Save instructions that 

we are going to override

2. Save and restore 
registers states

3. Define jump to code 
cave (and back)

4. Insert shellcode

>_ building a 
backdoored PE
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.. .. CC CC CC CC CC CC CC CC CC
CC CC CC CC CC CC CC CC CC CC CC
CC CC CC CC CC CC CC CC CC CC CC

.. .. 83 4B 0D 74 82 C4 B4 AB 74 
06 41 DC 5B A4 22 6F 06 86 DA D6 
C7 26 A8 90 90 84 E6 31 9D EB 03

4D 5A 87 2A D9 0E 74 B3 68 FA 21 
95 4C 83 17 D0 5A BE 36 9F C8 45 
11 E7 2D 90 BC 53 08 F4 6A A1 3E 
79 D5 26 8C B2 57 0D E6 31 4A F9 
84 E6 31 4A F9 84 16 C3 6F 28 DB 
70 9A 05 F3 6F A3 B8 1F 61 26 75 
F6 40 92 21 2D 24 4D F0 9F 8F E1 
02 74 4B 5F DF EB C7 22 A2 5C 03 
C0 B2 67 31 A6 8F 6E 30 57 32 FA 
B7 13 AC D2 E1 87 53 4F C7 4E 26 
21 27 6E 94 DF 87 B7 28 B3 D9 08 
08 1F 9A 01 D1 27 67 D0 1E 8D 4B 
50 FD 3F 78 01 0A 21 1A A3 C6 6F 
05 AF EA E3 C7 6E 45 27 C2 50 0E 
FD FF 46 22 5F 8A 5D D2 A8 12 59 
33 85 04 82 ED FF 74 50 80 2A D7 
A6 32 13 D7 CA 62 08 8B F1 55 29 
BD 85 32 E1 97 41 29 4D 37 F9 9E
.. ..

.text code 

code cave

84 E6 31 84 EB B59C
1. Save program state

2. Jump to code cave

3. Execute payload

4. Execute overridden 
instructions

5. Restore program state

6. Jump back to normal 
program execution

>_ execution
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>_ vibe code time
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>_ vibe code time

putty_patched.exe putty.exe
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>_ vibe code time
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>_ limitations



finding more 
space in .text



Stop Injecting, Start Blending: A KISS Approach to Malware Development 35

>_ dead code

>Code that is never reached by the program

>Could be overwritten to extend available space

>Especially relevant for loaded libraries
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>_ dead code

>Code that is never reached by the program

>Could be overwritten to extend available space

>Especially relevant for loaded libraries
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>_ is it even possible?

> Code execution flow is highly indeterministic

> Depends on how/where/when the program is ran

> Indirect jumps/calls, dynamic function/library resolution, 

input- dependent branches, exceptions…
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>_ undecidable problem

https://www.di.ens.fr/~cousot

https://www.microsoft.com/en-us/research/wp-
content/uploads/2008/10/tr-2008-153.pdf

https://en.wikipedia.org/wiki/Halting_problem



dead code approximations
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>_ binary code coverage

https://seeinglogic.com/posts/getting-code-coverage drcov sample output
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>_ control - flow graph analysis

CFG generated by binary ninja

nodes {3,4} are unreachable from {0,1,2}
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>_ libraries import/export diff

putty.exe imports advapi32.dll exports
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>_ dynamic imports hook
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>_ vibe coding time (again)
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>_ still relatively small space
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putty.exe

dead code visualization
crypt32.dll

code caves coverage code caves coverage

red = available space
for shellcode

imports diff
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>_ d ead code approximations compared

Technique Reliability Available Space

Code Cave +++ ---

CFG Emulation
Binary Code Coverage

~ +++

DLLs Import/Export Diffs ++ -
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>_ vibe code time
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>_ are we overcomplicating things?

ired.team https://github.com/mythicagents

> Direct call to shellcode
> Compile and run your agent directly

(no shellcode at all)
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>_ let’s challenge assumptions?

> Does metamorphism replace dynamic payload obfuscation?

> Why are we using shellcodes when it comes to C2 / Stage0?

> Is on - disk vs. memory opposition relevant?

> What role do EDR play in a defensive strategy?
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stack

modules / code

heap

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Process Injection

Wrapper for in-memory 
DLL loading

VirtualAlloc()
memcpy()

VirtualProtect()
Decrypt()

CreateThread()

Reflective DLL 
Injection

5F C1 87 2A D9 0E 74 B3 68 FA 21 
95 4C 83 17 D0 5A BE 36 9F C8 45 
11 E7 2D 90 BC 53 08 F4 6A A1 3E 
79 D5 26 8C B2 57 0D E6 31 4A F9 
84 E6 31 4A F9 84 16 C3 6F 28 DB 
70 9A 05 .. ..

DLL payload

81 FE 8B FE 87 57 6C 3E CB 22 42 
6F 8E 57 84 73 82 91 7A CF E5 FD 
9D A7 04 64 25 .. ..



detection implications
(spoiler: nothing new)
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>_ shifting detection focus

> Look for behaviors (what) more than implementations (how)

> Don’t make the technique the unit of analysis

> Look for invariant root causes
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>_ behavioral detection

> What is this process doing, is it legit ?

> Unusual disk / Internet / LDAP / SMB interaction

> Network scans

> Credential access

> Subprocess creation

> …

> Go beyond the endpoint!
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>_ o pportunity fo r AI use



closing notes



Stop Injecting, Start Blending: A KISS Approach to Malware Development 57

>_ acknowledgments

> RomHack (@cybersaiyanIT )

> Orange Cyberdefense (@OrangeCyberdef )

> Claire VACHEROT ( @non_curat_lex ) 

Jean - Pascal THOMAS ( @vikingfr )
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>_ what do you think? Q&A time :)

> Why are we using shellcodes when it comes to C2 / Stage0?

> Does metamorphism replace dynamic payload obfuscation?

> How mature would you consider today’s defensive tools and 

practices regarding behavioral detection?



Grazie!

@d3lb3_

https://d3lb3.github.io

https://tinyurl.com/romhackshellcode
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